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e vigilantes go on the offensive to hunt down hackers. 

September 1998, the Electronic Disturbance 
—J — ' — ' Theater, a group of activists that practices 
politically driven cyber civil disobedience, launched an attack 
aimed at disabling a Pentagon Web site by flooding it with 
requests. The Pentagon responded by redirecting the requests 
to a Java applet programmed to issue a counteroffensive. The 
applet flooded the browsers used to launch the attack with 
graphics and messages, causing them to crash. 

The incident raises issues all user organizations will soon 
have to grapple with, if they haven't already. When you detect 
a break-in, should you launch a counterattack in order to 
protect your network? Is law enforcement capable of stopping 

cybercrime and can it be trusted to keep investigations quiet? 
If not, don't corporations have a right to defend themselves? 

Some emboldened user organizations are answering "yes." 
They are striking back against backers, sometimes with military 
efficiency and intensity, in an effort to protect their self- 
interests. In the process, the y ar e fueling a debate 
over what is legal and 
ethical in terms of 
corporate vigilantism. 
See page 33 
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Market woes force 
Compaq net retreat 

Under reorganization, internetworking group pushes smaller product portfolio. 



By Deni Connor 

Three years ago, Compaq 
declared its intention to 
become a network industry 
leader — leadership lo be 
earned by dim of advanced, 
aggressively priced products, 
and through acquisitions worth 
hundreds of millions of dollars. 

Hamstrung by a strategy that 
was poorly defined and not ter- 
ribly ambitious, Compaq last 
week retrenched. The company 
is moving key network lines into 



PC and server groups, and is and shifted modems and work- 
preparing pink slips for many station adapters into its PC 
of its network folks. group. Its hubs, switches and 
The company has moved sen- routers will remain in the 
er adapters into its server group. See Compaq, page 52 

"There is not a P&L business focus 
associated with networking 
anymore. " 

B. J. Johnson, vice president of the Network and Access 
Communications Division at Compaq 




Developers jumping on Sun's Jini, 
but products may be slow to show 



By Chris Nerney 

Within weeks, as many as 20 
thircl-paity hardware and soft- 
ware vendors will announce 
plans for products that will 
bring to life the dream offered 
by Sun's Jini technology — to 
"network anything, anytime, 

anywhere." 

But don't expect Sun's new 
Java technology to change life 
as you know it quite yet. Onlv 
one vendor has aired plans to 
ship a Jini-enabled product 



this month, and others hint 
that their products may not 
support the technology for a 
while. 

Under Sun's scenario, Jini- 
enabled hardware and soft- 
ware plugged in to a network 
will automatically begin inter- 
acting with other Jini devices, 
without the need for configu- 
ration, or driver or device 
installation. 

Sun initially positioned Jini 
See Jini. page 51 



Get more online: 

■ Jini technical 
details. 
An overview of ^ 
BizTone. corn's Jini-based apps. 




Ex-MCI customers hit by 
Cable & Wireless blues 



By Denise Pappalardo 

Complaints about a lack of 
customer service, sales support 
and general responsiveness 
have caused some of Cable & 
Wireless USA's new Internet 
customers to cancel their con- 
tracts and bolt to competing 
service providers. 

For its part. Cable & 
Wireless admits there have 



been problems in the three 
months following its SI. 7 bil- 
lion purchase of MCI's 
Internet business, but execu- 
tives say the company has been 
adding more new customers 
than it has been losing. 

"Quite a few relationships 
between customers and sales 
reps were severed," says Tom 

See Cable & Wireless, page 51 



IBM presses for 
new IP Security 
implemention 

By Ellen Messmer 

Research Triangle Park, A'.C 

Though the IETF recently 
sanctioned the IP Security 
(IPSec) protocol as a proposed 
standard, IBM in the next few 
weeks will pitch an improved 
version of the protocol that the 
company plans to implement 
in products ranging f rom main- 
frames to firewalls. 

IBM's proposal, to be pre- 
sented shortly lo the IPSec 
Working Group, goes beyond 
See IPSec, page 14 



As with every new piece of enterprise technology, 
someone has to try it first. 
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Microsoft 

Where do you want to go today?" 



The good news is, it won't be you. 



Introducing Microsoft SQL Server" 7.0, tested and proven in companies like Pennzoil and 
HarperCollins.* With an impending merger on its hands, Pennzoil faced a rapid increase in its user 
base for SAP*" R/37 In order to handle this mission-critical load, Pennzoil turned to SQL Server 7.0. 
Then there's HarperCollins. The publishing leader uses the SQL Server 7.0 data warehousing platform 
to process hundreds of gigabytes of data in order to make smarter and faster business decisions. 
To see who else is deploying Microsoft SQL Server 7.0 in their enterprise go to 



www.microsoft.com/sql/ 
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© 1998 Microsoft Corporation. All rights reserved, Microsoft and Where 00 you warn to go today? are registered trademarks of Microsoft Corporation in the United States and/or other countries. Other product and 
company names mentioned herein may be the trademarks of their respective owners. * initially deployed on beta code. 
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Seamless performance boost. 

Recently, the introduction of next- 
generation Token-Ring switches with 
extremely low per-port cost reassured 
network managers that Token-Ring is a 
viable long-term strategy. 
As Network World put it recently, "The 
future will be as bright for Token-Ring 
users as that for Ethernet users - 
Gigabit and beyond." 

From 16 Mbps to 100 Mbps. 
In ten minutes. 

It takes less than ten minutes to 
upgrade your current Token-Ring 
servers using Olicom's High Speed 
Token-Ring (HSTR) solution. How is 
this possible? Simply because it's 
totally compatible with today's Token- 
Ring networks. Olicom's HSTR 
products completely support the 



international standard, ensuring that 
upgrades are quick and easy. 

$750 Trade-in Offer. 

From now until December 31, 1998, 
we are offering to trade in your 
current Token-Ring networking equip- 
ment - whatever they may be - for our 
new HSTR devices. And we'll offer you 
$750 off the price of each new 
Crossfire 8600 switch purchased. 
Connect Olicom's HSTR uplink module 
to your Crossfire 8600, and your 
Token-Ring switch is ready to deliver 
High-Speed networking performance. 

The lowest cost HSTR solutions 
available. 

Olicom's stackable solution provides 
the lowest cost to High Speed Token- 
Ring. We guarantee it. 



Contrasted with competitive 
approaches, our price per port 
includes a stacker link and essential 
functions such as Source Route 
Bridging, RMON and Port Mirroring. 

Protect your Token-Ring 
investments with ClearStep. 

Olicom's Clearstep 
Technology 
Migration Strategy 
provides a 
comprehensive suite 
of products and 
services to help you take mission- 
critical Token-Ring networks into the 
future - no matter what networking 
technology you choose. 
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Olicom Inc. 

1680 N. Prospect Drive. Richardson. Texas 75081 

Call: 1-800-20LICOM ( 1-800-265-4266) or visit our website: www.olicom.com 
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Mentor Graphics' network opera- 
tions manager, Thomas Magee, tells 
how the company squeezed more 
from its "old" ATM net Page 21. 
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Server vendors are rallying 
around Intel's new 450- 
MHz Pentium II Xeon 
processor. Page 17. 
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A new breed of 
corporate vigilantes goes on the 
offensive to hunt down hackers, 
raising troubling policy and legal 
questions. 
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online info referenced 
in Network World, 
enter its DocFinder 
number in the input 
box on the home page. w 
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This Week 



Only on Fusion 



Try before you buy. We've set up a 
download area with links to scores 
of application evaluations and 
demonstrations. We have links to 
everything from host-connectivity 
suites to object request brokers, 
Web development tools to protocol 
analyzers. Find an app you think 
others might be interested in? Add 
it in! DocFinder: 1037 

Hackers. How far would you go to 
punish someone who broke into your 
net? Read our front-page story, then 
come online for a forum to discuss 
it with your peers and security expert 
Winn Schwartau. DocFinder: 1021 

Water Cooler. News that modem 
maker Hayes has finally gone out of 
business prompts Editor John Dix to 
reminisce about the early days of the 
network revolution. DocFinder: 1038 



HOW TO GET ONTO 
NETWORK WORLD FUSION 

Click on Register on the home page and 
follow the instructions. Subscribers, keep 
your NWF number - highlighted on the front 
cover's mailing label -handy during i 
registration. Nonsubscribers must rill out 
an online registration form. | yj 



HOW TO CONTACT US 

WHITE Network World. 161 Worcester Road. 
Framingham, MA 01701 : CALL: 1 508) 875 6400: 
FAX (508) 820-3467; E-MAIL nwnews*iww.com; 
CIRCULATION: (508) 820-7444; nwcirrtlnww.com: 
STAFF: See the masthead on page 8 for more con- 
tact Information: REPRINTS: (612) 582-3800. 
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Kapor crosses over to the dark side 

■ The world of venture capital just became more interesting. 
One of the computer industry's true pioneers and most eclec- 
tic characters has signed on with one of 
the hottest venture firms in Silicon Valley. 
Lotus foimder, cyber rights champion and 
occasional enlightenment seeker Mitch 
Kapor has been named a partner at Accel 
Partners in Palo Alto. Unlike any number 
of faux visionaries, Kapor is the real deal. 
He started Lotus in I9K1 . cashing out a lew 
years later when running the corporation 
began to bore him. lie co-founded the 

Kapor joiiu ih, ranks nonprofit Electronic Frontier Foundation 
ef AccdPartnm. in 1990, yean before there was a World 
Wide Web on which to have your rights vio- 
lated. Kapor has been working with Accel lor the past several 
years, most notably as a board member of streaming media 
start-up Real Networks. 

FCC to vendors: Don't like your idea, but keep trying 

■ Federal Communications Commission Chairman William 
Kcnnard is not taking the bait being dangled by Compaq. 
GTF., Intel. Microsoft, four regional Bell operating companies 
and other vendor heavyweights. The companies have pro- 
posed that the RBOCs be allowed to carry data traffic beyond 
local calling areas — and to drop the requirement that [he) 
wholesale data lines to competitors — in exchange for a much 
broader digital subscriber line rollout (All; Dec. 14, 1998, 
page 1). "It's sometimes a little seductive to perpetuate a 
monopoly in exchange for these high-bandwidth networks," 
Kennard said last week. But he added that the vendors' plan 
could hurl the overriding goal of competition from smaller 
data carriers. The FCC later this month will vote on a more 
limited proposal to grant RBOCs some data deregulation, 
without any long-distance authority. 



Do I have to give you two a timeout? 

■ Like an impatient parent admonishing his bickering chil- 
dren. U.S. District Court Judge Ronald YVhyte has ordered Java 
combatants Sun and Microsoft to settle their differences them- 
selves. In an order dated Dec. 29, 1998. but made public only 
last week, Whyte told the two parties "to immediately schedule 
a settlement conference." Both companies have agreed to com- 
plv with the conn's instructions, though no meeting has been 
set. Sun filed a lawsuit against Microsoft in October 1997, alleg- 
ing the software giant had violated its Java licensing agreement 
1>\ releasing a commercial product — the Internet Explorer 4.0 
browser — that was not fully Java-compatible. 

The Big Apple? 

■ Apple CEO Steve Jobs used the MacWorld Expo spotlight in 
San Francisco last week to lout a new server operating system. 
Dubbed the Mac OS X Server, the software includes a key new 
feature that Jobs called "Net Booting." Net Booting enables 
Macintosh clients to boot-up over a network without having 
the operating system installed on each client. The package, 
which will ship in February for S990 per server with unlimited 
client hook-ups. also includes the Apache Web server. 

Brainy start-up seeks to solve Web problems 

■ Akamai Technologies will unveil itself this week. The Cam- 
bridge, Mass., start-up is prepping a service called FreeFlow to 
speed up access to corporate Web sites. Backed by technology 
from Massachusetts Institute of Technology mathematicians, 
the company boasts a network of proxy servers governed by 
software that distributes customer content. When a customer 
Web site is barraged with hits. Akamai (erven share the load so 
the source server doesn't get swamped, the company says. 



Linux vendors crank out features 



By Robin Schreier Hohman 

Linux has gotten a lot of 
press, gained a bevy of users 
and will soon be bolstered by a 
bunch of new features. 

Some of the new items 
include: 

• An open-source graphical 
user interface (GUI) that could 
help spur acceptance of Linux 
on the desktop. 

• Drivers for ATM and token- 
ring networks. 

• The ability to run distrib- 
uted applications. 

• Parallel processing features 
that let linked Linux boxes rival 
supercomputers. 

The hottest item on the 
agenda right now may be GNU 
Network Object Model En- 
vironment (GNOME, pro- 
nounced guh-nome), a project 
to build a new open source 
GUI. Once GNOME is com- 
plete, the Linux faithful will be 
able to choose between two 
GUIs. 

The other interface, called 
KDE, is offered by Caldera 
Systems and S.u.S.E., a Euro- 
pean-focused Linux provider. 
The KDE interface is not com- 
pletely to the liking of the open- 
source-mad Linux community 
because it is proprietary; that is, 
it can't be freely distributed and 
altered, as Linux can be. 

Recently, Troll Tech, the 
Norwegian maker of the ux>l kit 
used to create KDE, relaxed its 
licensing requirements. But it'll 
be awhile before new, fully 
open source code is generated. 

Other forms of Linux, such 
as the one offered by Red Hat 
Software, do not have a graphi- 
cal shell and rely on a com- 
mand line interface to copy or 
search for files, or to browse 
directories. 

From the get-go, the 
GNOME interface will be com- 
pletely open source and can be 
modified in the same way as 
Linux, its advocates brag. KDE 
fans, however, argue that their 
system is more established and 
has a more stable code base. 

For some, the argument is 
academic. Caldera says business 
customers want a functional, 
stable, integrated and tested 
soludon — not necessarily the 
latest release of code. 

"Deployment of Linux in the 
enterprise is going to be predi- 
cated on its ability to be inte- 
grated seamlessly, without a 
great deal of pain," says Drew 
Spencer, vice president of engi- 



neering for Caldera. 

Linux rival Red Hat is bet- 
ting heavily on GNOME, and 
the company devotes six full- 
time programmers to writing 
GNOME code. Marc Ewing, 
Red Hat's chief technology offi- 
cer, says GNOME 1.0 should be 
shipping within a few months. 

The GNOME team is noth- 
ing if not ambitious. Ewing says 
GNOME developers are trying 



WACKY LINUX ACRONYMNS 

GNU: The original free software 
project, started in 1984 by 
Richard Stallman. Stands for 
"GNU'S Not Unix." 

Freax: Linux creator Linus 
Torvalds' original name for the 
operating system. Doesn't stand 
for anything. 

Bliniu: Software that will help 
blind and deaf people work with 
Linux. 



to create a more stable and 
more intuitive interface than 
that of Microsoft Windows. 

Another promising project is 
what self-appointed Linux 
evangelist Eric Raymond calls 
"supercomputers on the 
cheap." The plan is to link a 
bunch of Linux computers 
together with Fast Ethernet and 
have them perform high-level 
parallel processing. Once the 
base technology is done, devel- 
opers can step in and write or 
port applications. Raymond 
became a Linux celebrity of 
sorts in the fall, when he posted 



the "Halloween memos," inter- 
nal Microsoft documents in 
which executives discussed 
their innermost Linux fears. 

In order for Linux to be a 
good network citizen, drivers 
have to be written for each 
ATM, token-ring or Ethernet 
network interface card that a 
Linux user wants to control. 

Currently various people 
are trying to write drivers for 
most, if not all, major ATM 
and token-ring devices. This is 
an ongoing effort. Each time 
the Linux operating system 
build changes, someone has to 
make sure the drivers work 
with that build. 

There are current device 
drivers for some ATM cards 
from FORE, SMC, Essential, 
Integrated Device Technology 
and ZeitNet. For token-ring, 
there arc current drivers for 
Olicom's OC-3118, OC-3I36 
and OC-3137 cards. There are 
also efforts underway to create 
drivers for IBM Token-Ring 
cards, although they are fur- 
ther from completion. While 
there are many drivers already 
available for Ethernet cards, 
more are being developed. 

Proponents of the Dis- 
tributed Computing Environ- 
ment have a boost with the DCE 
Port to Linux Project, which 
will eventually enable users to 
port applications to Linux. 
Currently, there are no com- 
plete libraries available. 

Finally, the Blinux project, a 
word play on Linux and blind, 
seeks to create software so dial 
blind users and deaf users can 
run Linux workstations. ■ 




This week $ question: "^$a^ 



Which of these mergers boasted the largest 
transaction value when announced last year: 
SBC/ Ameritech, AT&T/TCI or Bell 
Atlantic/GTE? 
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Now you can get Foundry's award-winning, 
customer-proven Layer 2/3/4 technology 
In a high density Fast and Gigabit Ethernet 
chassis. And at a price you can afford. 

Biglron"delivers up to 100,000,000 pps of 
Layer 2 switching and multi-protocol routing 
in a single device. With up to 64 Gigabit 
Ethernet and 184 Fast Ethernet ports, 
Biglron's non-blocking architecture can 
handle your toughest requirements. Plus, it's 
packed with the industry's most complete 
suite of features. 



Best of all, Biglron won't blow your budget. 
You get all this and more for less than a 
tenth the price of traditional routers. What 
are you waiting for? It's time to call Foundry. 

Call 1.888.TURB0LAN, email 
info@foundrynet.com or log into our web 
site at www.foundrynet.com for the sales 
representative nearest you. 
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Showdown to accent frame relay choices 

Lively ComNet/DC '99 session promises to help users prepare for future implementations. 



By David Rohde 

Washington, D.C. 

Users who are thinking of 
establishing a frame relay net- 
work or expanding an existing 
one have a major worry right 
now: Does frame relay really fit 
into the future of converged 
networks built around perva- 
sive IP applications? 

Before you commit to a long- 
term contract, you can com- 
pare the broadest possible 
range of leading local, 
national and international 
frame relay carriers in one fell 
swoop at Network World's Frame 
Relay Showdown taking place 
at the ComNet/DC '99 show 
here on Jan. 26. 

The presidential-style de- 
bate will pit seven carrier rep- 
resentatives against one anoth- 
er as they explain whether 
their offerings can meet 
today's demanding frame relay 
requirements. And the debate 
will require company execu- 
tives to field tough questions 
from a panel of three industry 
watchers. 

Key questions likely to spark 
debate include: 

• Whose frame relay services 
work most easily with Internet 
backbones, ATM and IP virtual 
private networks? How can 
users prevent current WAN 
investments from being wasted 
in the future? 

• Why do port prices on 
long-distance carriers' frame 
relay services tend to be so 
much higher than local carri- 
ers' prices? 

• Do you really need to buy 
more expensive permanent vir- 
tual circuits from a carrier for 
frame relay voice, or is the 
value all in the premises equip- 
ment? 

• Which carrier programs 
that add specialized frame 
relay or multiservice access 
devices — as well as routers 
optimized for SNA host sites — 
are best for users planning to 
keep a multiprotocol network 
for years to come? 

• Was the AT&T frame relay 
outage last year a fluke or a 



For more hot stuff happening 

at ComNet/DC '99 see: 

Page 39 



recurring danger? Could it 
happen to any carrier? 

The debate will also try 
to determine exactly what 
class of carrier, or combina- 
tions of carriers, is best for 
different users' geographic 



requirements. 

For example, many regional 
Bell operating companies 
have built frame relay 
Network-to-Network Inter- 



By Jim Duffy 

San Jose 

No sooner did Cisco an- 
nounce the release of the 
newest version of its routing 
software then the bugs started 
showing up. 

Cisco's IOS 12.0, which the 
company released on Dec. 21, 
1998, has a bug that can crash 
routers when packets are sent 
to the devices' syslog ports, 
which generate router event 
messages used for managing 
the devices. John Bashinski, a 
member of Cisco's product 
security response and escala- 
tion team, reported the defect 
on the BUCTRAQ mailing list 
on Dec. 27, 1998. 

The bug can also crash 
devices running IOS versions 
1 1 .3AA and 1 1 .3DB, the BUC- 
TRAQ posting says. Cisco 
recently began issuing fixes 
for the bug, according to one 
user. But a Cisco spokesman 
says not all of the fixes have 



faces (NNI) between their ser- 
vices and newer frame relay 
specialists, such as Intermedia 
Communications. That's be- 
cause Intermedia is not barred 
from carrying long-distance 
traffic, and many users like 



using RBOCs for local clusters 
of sites but still need to 
connect to some far-flung 
locations. 

By contrast, some long- 



been released yet. "The fixes 
are being tested," he says. 

Though the posting states 
that Cisco customers have not 
yet reported any attacks, it 
also says the bug is easy to 
exploit because it can be trig- 
gered by packets from a popu- 
lar port scanning program. 

"Administrators should be 
on the lookout for potential 
exploitation of this bug," 
Bashinski says in his message. 

Cisco user ADC Telecom- 
munications in Minneapolis 
says the bug potentially could 
have affected four of its inter- 
nal routers. But Cisco recently 
issued software fixes, and the 
ADC routers were not affected, 
says Roy Hegge, senior net- 
work engineer at the firm. 

Users can also apply an 
access list to block incoming 
syslog traffic as a workaround, 
Bashinski suggests. The access 
list needs to block syslog traf- 
fic destined for any of the 



distance carriers claim NNIs 
are clumsy at handling certain 
features, yet they use them for 
international frame relay con- 
nections with partners. 

Meanwhile, international 
carriers urge users to find a 
uniform global network that 
hasn't been pieced together 
from a variety of providers. 
Who's right? 

The carrier panel will in- 
clude representatives from the 
three market share leaders: 
AT&T, MCI WorldCom and 
Sprint. 

Also on the panel are repre- 
sentatives from the market 
share leader among RBOCs, 
US WEST, and Intermedia, 
which started as a competitive 
local carrier. Rounding out 
the panel are executives from 
long-time international pow- 
erhouse Infonet and the 
aggressive new broadband 
carrier Qwest. 

The expert panel will 
include Steve Bell, founder 
of the Silicon Valley Net- 
working Lab, a testing and 
consulting organization; Atul 
Kapoor, senior vice president 
and head of network analysis 



router's own IP addresses or 
for any broadcast or multicast 
address on which the router 
may be listening. The access 
list should be applied to all 
interfaces running IP, the 
posting states. 

This workaround, however, 
may significantly slow perfor- 
mance on some routers, Bash- 
inski warns. 

"The impact isn't usually 
extreme, but it may make a 
difference on a router that's 
already heavily loaded," Bash- 
inski says. "Install it with care 
if you install it." 

IOS 12.0 features quality-of- 
service, scalability and, ironi- 
cally, security enhancements, 
in addition to voice support, 
Cisco representatives say. The 
security features include inte- 
grated firewall, authentication 
and IP Security tunneling. 

IOS 12.0 is available now for 
Cisco's routers and switches. 

© Cisco: (408) 526-4000 



at The Tolly Group in 
Manasquan, N.J.; and David 
Rohde, a senior editor at 
Network World. The mod- 
erator for the Frame Relay 
Showdown will be John 
Gallant, editor in chief of 
Network World. ■ 
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Bug crops up in new Cisco software 

Fault in IOS 12.0 can crash routers when packets are sent to mgmt. port. 



The Showdown Lowdown 




Who: Vendor participants: AT&Ts 
Joe Lueckenhoff; MCI WorldCom's 
John Scarborough; Sprint's Brad 
Hokamp: Internet's Bob Da Glau: 
Intermedia's Michael Johnson: US 
WEST'S Janice Aune and Qwest's Mack Greene. 

Participants will face questions from an expert panel: David Rohde, 
a senior editor at Network World; Tolly Group Senior Vice President Atul 
Kapoor: and Steve Bell, founder of the Silicon Valley Networking Lab. 

What: A presidential-style debate led by Network World's Editor in Chief. 
John Gallant, in which the vendor participants will field questions from 
a panel of experts, each other and audience members. 

When: 1:30 to 2:45 p.m., Tuesday, Jan. 26. 

Where: ComNet/DC '99 in Washington, D.C, Grand Ballroom, Renaissance 
Hotel. 
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^ (You never know where it's going.) ^ 



But you always know how it's working. 




Megahertz 





They're on the road. They're in the 
air. They're in places you can't even 
pronounce. But as long as you install 
3Conr Megahertz - PC Cards, you 
can be sure your mobile workers 
are connecting 
wherever they 
go, whenever they get there. 

Whether they're connecting over 
telephone lines or networks, there's 
nothing more dependable than 3Com 
Megahertz PC Cards. They include our 
Exclusive Line Probing technology, 
which compensates for phone line 

3Com Megahertz PC Cards 

Exclusive Line I'robing technology. 
Integrated XJACK m connector, 
/•aster 56A" connection over standard phone lines, 
(t'uarameed industry standard compatibility. 




impairments to deliver increased V.90 
modem performance; and the unique 
XJACK' connector, which eliminates 
the need for extra cables. 

For details and a white paper 
brief on our Exclusive Line Probing 
technology visit us on the Web at 
www.3com.com/mobile/el p/nw . 
And learn why our PC Cards ensure 
reliable performance that take your 
mobile workers farther than ever. 




More connected." 
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News 

Vendors boost Y2K software testing packages 

Novell and Microsoft offer new tools to help users track and fix the millennium bug problems across their netiuorks. 



By Christine Burns 

Novell and Microsoft have 
taken big steps to help cus- 
tomers identify Year 
2000 issues across their 
networks. 

Novell — which has 
received user acco- 
lades for its Y2K efforts thus far 
— last week announced plans to 
distribute two tools that will 
help cirstomers identify millen- 
nium bug problems across their 
NetWare networks. 

Microsoft — which to date 
has been widely criticized for a 
piecemeal Y2K strategy — 
announced a comprehensive 
plan for testing its products for 
compliance. 

Novell announced the avail- 



ability of its Year 2000 In- 
formation Ferret software and 
Check 2000, software it licensed 
in August from Green- 
wich Mean Time. 
Together, the tools let 
administrators tap 
into Novell Directory 
Services to obtain the Y2K status 
of all Novell clients and servers. 
The tools produce reports that 
tell administrators what software 
needs to be upgraded for Y2K 
compliance. 

Novell's Year 2000 Informa- 
tion Ferret is available free 
from Novell's Web site. A live- 
user version of Check 2000 will 
be distributed with Novell's 
desktop management suite, 
ZENworks 1.1. 



Cisco to announce Web-to-host Java client software 



By Marc Songlnl 

Cisco is offering new low- 
priced software for SNA users 
who need quick, easy Internet 
access to 3270 applications on 
the mainframe. 

Tile company this week is 
expected to announce and 
deliver WebClient, an entry- 
level, Java ui3270e client soft- 
ware package that costs S50 per 
user. Cisco claims WebClient is 
for use on intranets and for 
establishing simple communica- 
tions between companies that 
don't need data encryption. 
The software will let users access 
the mainframe without having 



to go through an intermediary 
Web server, which is typically re- 
quired for Web-to-hosl sessions. 

WebClient software is down- 
loaded from Cisco's Web site to 
any desktop equipped with a 
Microsoft Explorer or Net- 
scape Navigator browser, and 
can estahlish sessions with mul- 
tiple hosts. Once a user opens 
the WebClient application on 
his desktop, a Java applet 
is launched, which traverses 
the 'Net and establishes a ses- 
sion with a designated SNA 
mainframe. 

Alter the host authenticates 
the user and establishes a ses- 



Novell officials say all of the 
company's current products are 
now Y2K ready. However, Novell 
has discontinued more than 200 
products in the past nine 
months and does not guarantee 
that those products — including 
GroupWise 4.0 and NetWare 
3. 1 1 — are compliant. 

"It made no sense for us to 
test every product we ever built," 
says John Canfield, Novell's mar- 
keting manager for Year 2000 
compliance. "We make it very 
simple for any user of discontin- 
ued products to upgrade to a 
version that we have tested for 
compliance." 

Microsoft announced it has 
certified 93% of its products as 
Y2K compliant. In addition to 



sion, users can access 3270 data 
and cut and paste it into other 
applications. WebClient will 
run over any tn3270 gateway 
device, including Cisco's 
Channel Interface Processor, 
which links the company'! 
Series 7000 and 7500 routers 
directly to mainframes. 

"Other vendors aren't paying 
attention to this entry-level mar- 
ket," says Lori Bush, product 
line manager for Wcb-lo-hosi 
products at Cisco's Interworks 
business unit. Most SNA access 
customers are buying more 
function than they need in 
their Web emulation packages. 



By John Cox 

Las Vegas 

Cisco, Compaq, IBM and 
Microsoft were among the big- 
name enterprise network com- 
panies feeling "homey" at last 
week's Consumer Electronics 
Show (CES) 1999. 

The companies discussed 
and demonstrated a bevy of 
home network products based 
on Internet, telephony and 
wireless technologies, among 
others. 

Home networks are essen- 
tially the same kind of IANs 
that have become staples at 
businesses. Like office LANs, 
home networks also feature 
WAN links. 

With a home net, there's an 



ensuring that all future prod- 
ucts are Y2K compliant, Micro- 
soft says it will ship Y2K patches 
as necessary for older versions of 
selected products, such as Win- 
dows 95/98, NT 4.0, the Back- 
Office suite and Office 95/97. 

Microsoft is also making avail- 
able a series of tools that will 
help users identify' Y2K issues in 
installed Microsoft software. 
The company is pushing its 
upcoming release of Systems 
Management Server (SMS) 2.0 
— one of Microsoft's Back- 
Office components — as the 
best way to track Y2K issues in its 
product line. 

When SMS 2.0 ships later this 
quarter, it will include a Y2K 
product analyzer that compares 



Cisco hopes WebClient will 
tap a growing market for Web- 
to-host software, says Cindy 
Borovick, an analyst with 
International Data Corp. (IDC), 
a market research firm in 
Frainingham, Mass. IDC esti- 
mates that the 1998 Web-termi- 
nal emulation market was worth 
S60 million, and Borovick pre- 
dicts diat number will grow to 
about 51 billion by 2002. 

WebClient will comple- 
ment Cisco's more expensive 
OC//:WcbConnect Pro Web- 
to-host offering, which has 
more features. 

<B Cisco: (408) 520-4000 



immediate, practical benefit: 
Two or more PCs can share a 
printer, files and a single con- 
nection to the outside world. 
In the future, home net enthu- 
siasts predict customers will 
also be able to interconnect 
palm-size PCs, Internet or 
e-mail access devices and 
Webphoncs, not to mention 
DVD players, set-top boxes and 
dishwashers. 

"For a lot of these kinds of 
vendors, they see the home as 
a new market," says Kainina 
L'ppal, an analyst with The 
Yankee Group, a market 
research firm in Boston. The 
Yankee Group estimates that 
the number of U.S. households 
See Home nets, page 14 



installed software to a compli- 
ance database and suggests 
steps to remedy any issues. SMS 
2.0 can also be used to distribute 
Y2K software patches and to 
lock down desktops so noncom- 
pliant software cannot be 
installed. 

Microsoft has made the Y2K 
product analyzer software avail- 
able at www.microsolt.com/ 
lcchnet/topics/ycar2k/ tools/ 
tools.htm lor customers who will 
not have access to the SMS 2.0 
package. 

Other services offered at the 
site include an e-mail subscrip- 
tion service that offers biweekly 
compliance news and an e-mail 
alias to which users can send 
their Y2K questions. 

t> Novell: (888) 321-4272; 
Microsoft: (888) 671V8925 



CORRECTIONS 



A write up 
about Fred 
Baker, chair 
of the Inter- 
net Engineer- 
ing Task 
Force, ap- 




peared wiih Fred Baker 
the wrong 

photograph in the story "50 
more people who make a 
cUQeieuce in enterprise net- 
working" (Alt; Dec. 28- Jan. 
4, 1998, page 44). The pho- 
tograph published was of 
Jerry Baker, CEO of Net- 
work Computing. 

Revenue numbers for 
Intel were misstated in the 
storv 'The 10 most |joweriiil 
companies" (Mi: Dec. 28- 
Jan. 4, 1998, page 6). Intel 
estimates its revenue for 
1998 WUl beS20.f> billion. 

CLARIFICATION 

In the storv "I lellsAiigcls. 
com" (NW, Dec, 21, 1998, 
page 1 ) . there was a sidebar 
listing biker organizations 
and their Web sites. Because 
of the context, some readers 
in, iv have wrongly assumed 
Xelumk HWr/// was claiming 
these clubs were so-called 
"outlaw" organizations. 
1 lowever. we did not intend 
to imply that any are outlaw 
motorcycle groups. 



SPOTL IG HTSER1ES 




Tim O'Reilly, CEO, 
OUalh & Associates 



hile companies such as IBM. Netscape 
and Silicon Graphics ate behind the open 
source software movement, Microsoft 
and others are keeping their code to them- 
selves. In our Network World Fusion Spotlight 
Series forum this week, O'Reilly & Associates 
CEO Tim O'Reilly challenges Microsoft to take 
the lid off of its code and embrace open source. 
"The collaborative, massively distributed development process behind 
the Internet and open source projects is not your enemy," O'Reilly tells 
Microsoft. "It is your friend, the source of basic research that you can 
turn into your next generation of products." 

O'Reilly will be online all week to answer your questions, 
so head to Fusion and tell him what you think, 



Home is where the network is 
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News 



Ganymede to keep an eye on apps 



By Jeff Caruso 

Reseanh Trianglr Park. X.C. 

Network managers who want to track 
down problems in their networks and 
applications may lake some comfort this 
week from Ganymede Software's plans 
to update its management software. 

Ganymede's past tools have managed 
network performance, hut by next year, 
the company promises to have a more 
complete system for monitoring applica- 
tions. Ganymede representatives say the 



BiT BY BIT 

Ganymede Software over the 
next six months plans to update 
its software so it can more completely 
manage networks and applications. 

January: 

Introducing tools to help create scripts 
that emulate transactions and measure 
application responses. 

March: 

Releasing Pegasus Network Monitor 1.2, 
which will show network performance 
trends. 
Spring: 

Issuing Chariot 3.1. which will allow other 
products to retrieve network performance 
data from it 
Summer: 

Introducing Pegasus Application Monitor, 
which will measure end-to-end application 
performance. 



company's pioducLs will help managers 
plan for applications, as well as lest, 
monitor and find problems in them. 

"I really think they're heading in 
the right direction here." says Dennis 
Butcher, network consultant at 
Los Angeles oil company Atlantic 
Richfield Co. 

Butcher s.ivs Ganymede's network 
performance management products 
currently help him check overall perfor- 
mance, but he has to use other tools to 
find the exact point of any bottleneck. 
The upcoming improvements should 
help him identify whether a bottleneck 
is occurring in a server, a client or the 
network, he says. 

At the end of this month, Ganymede 
will ship its Application Scanner, soft- 
ware that helps create scripts to emulate 
applications and test their performance 
over a network. The company is also 
posting a library of premade scripts on 
its Website. Application Scanner will run 
on Windows 95. 98 and NT. The new 
software will cost $4*500. 

This summer, Ganymede plans to 
unveil software to measure end-to-end 
application performance. The 
Pegasus Application Monitor will be a 
companion to Pegasus network moni- 
toring software, which has been ship- 



ping since July 1998. 

Pcgasi Vpplication Monitor will mea- 
sure I lie response lime and availability of 
applications, generate alerts when prob- 
lems occur, and Back service-level agree- 



ments. Pricing is not available. 

Ganymede says the combination of 
the application monitoring software and 
current network performance monitor- 
ing products will give network managers 



a complete view ol the performance end 
users are experiencing. 

While the application monitor will 
help network managers find problems 
and spot trends in application perfor- 
mance, other Ganymede products dial 
.ismsi in planning and deploying applica- 
tions won't hi- available until 1!0(I0. 

C Ganymede: (9191 1(19-0997 




Hear from 
your router. 
Not from your 
boss. 




NetPrism 
gives you detailed 
device information 
long before anyone 
begins to yell. 

Now you can know exactly 
what's happening with every 
SNMP device on the network 
— from any browser — with 
Java-based NetPrism". So you 
will know first if a router fails. 
Or see an overloaded switch, a 
dead drive on the file server, or a 
printer without toner before any- 
one else. That way you 
can jump on it before they 
jump on you. Plus, 
NetPrism works with HP 
OpenView to give you 
even greater insight. And 
at only $995. NetPrism 
pays for itself quickly. 

Download a 60-day trial 
version at www.netprism.com 
or call today 800-545-6774. 

UNetPrism 

Device Insight 
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Fujitsu 



O I Ml Fuj*» Wtnn Cntmoti ■trfmn « j rmknwt 4 lw» Mm hnjinow. Fqoa md rtw Fifnt 
bp «■ tnwnaria «l lifM Imuf 11 •** p*4*n urn vt aa ftfnj d uW wptam MJm 

NWInfoXpress #29 @ www.networkworld.com/lnfoxpress 




THE MICROSOFT DIARIES 
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Week Ten 



The M i cro soft ■ DOJ Trial 

MONDAY, JAN. 4 

We're back in the legal saddle alter two weeks oil, and it 
doesn't seem as if either side in the Microsoft-Department of 
Justice case is willing to extend the season of good tidings. 
Government witness William I [arris, CEO of personal finance 
software maker Intuit, was on the stand 
today, asserting that Microsoft has a 
stranglehold on the software industry. 

The court, 1 larris said, should force 
Microsoft to give all companies equal 
access to the operating system. 

Microsoft lawver John Warden char- 
acterized Harris' suggestion as a ludi- 
crous attempt to establish a "national 
operating system commission." 




Intuits Harris: Mo to- 

soft lifts a \trangte- 
hold OM lltr iii<luslr\. 



TUESDAY, JAN. 5 

There's fear and loathing in 
Redmond for any tvpe of cross-platform 
support. That was the point the government tried to make 
when it entered into evidence an e-mail from Windows big- 
wig Jim Allchin to Microsoft CEO Bill Gates. In the mes- 
sage. Allchin complained that any Microsoft attempt to sup- 
port applications that run on non-Windows platforms is an 
effort to dilute Windows. "I consider this cross-platform 
issue a disease within Microsoft," Allchin wrote. 

The government today also introduced its twelfth and 
final witness, economist Franklin Fisher. Fisher served as a 
defense witness when the government targeted IBM as an 
antitrust offender in the 1980s. This time, in his written 
testimonv Fisher claimed Microsoft's anticompetitive con- 
duct is a threat to innovation* Microsoft lawyers tried to 
discredit Fisher, noting he has logged more than 30 hours 
at S500 a pop preparing for this case. Microsoft allornevs 
also cited two other antitrust cases in which Fisher's expert 
testimonv was criticized. 

WEDNESDAY, JAN. 6 

Jnd^e Thomas I'enfield Jackson torlav used Fisher's tesli- 
monv about how the Netscape/America Online merger 
will affect Microsoft as an opportunity to say he'd like to 
hear from AOL CEO Sieve Case on the matter. 

Jackson had a newspaper article in which Case says the 
merger has no bearing on the lawsuit. Neither side plans 
to put Case on the stand. 

THURSDAY, JAN. 7 

Despite persistent badgering from Microsoft attorneys, 
the government's final witness stood firm in his assertion 
[hat Microsoft is a menace to competition. Fisher, his voice 
rising at limes in anger, argued that "choice is what com- 
petition is about." 

Microsoft lawyer Michael I-acovara took Fisher through 
a series of questions regarding testing and support costs 
incurred by equipment manufacturers that install multi- 
ple browsers on a PC. lacovara suggested thai it would be 
better, from a manufacturer's perspective, to have the 
browser preinstalled with the operating system. 

But Fisher compared having a single browser on the 
market to having a single car available to consumers. 

"If we're going to live in a Microsoft world, it may be a 
nice wor ld, but it won't be a competitive world," he said. 

— Christine lium\ 



News 



Home nets 

Continued from page 12 



with at least two PCs is 12.4 mil- 
lion, and that's a figure ven- 
dors can get excited about. 

Cisco CEO John Chambers 
last week said his company has 
established a new division tar- 
geting "personal networks" for 
consumers. Initially, the division 
will work with ISPs to help them 
build high-speed links to 
homes, and Cisco will issue 
licenses for software technology 
to support new services and 
applications. later, Cisco will 
develop and sell a plug-and-play 
home IAN. 

Other companies have creat- 
ed a technology for running 



Ethernet over existing 
telephone lines in the 
home. The technolo- 
gy is being promoted 
by the Home Phone- 
line Networking Alli- 
ance (HomcPNA). 
Cisco based its home 
net demo at CES 1999 
partly on devices run- 
ning a chipset from 
Epigram that imple- 
ments the HomePNA 
standard. 

Several alliance 
members introduced 
products as well. Diamond 
Multimedia Systems released 
the HomeFree Phoneline net- 
work, priced at about $50 per 
computer. The company's offer- 
ing includes network cards dtat 




Cisco CEO John 
Chambers emphasized 
his company 's com- 
mitment lo home net- 
leorking by appearing 
at CMS 1999. 



enable computers to 
plug into existing 
phone jacks for Inter- 
net access. 

IBM unveiled its 
Web Point Internet 
Distribution Center, 
a $579 box that lets 
several home com- 
puters share a single 
Internet connection. 

Microsoft announc- 
ed Universal Plug- 
and-Play, a technolo- 
gy that will let users 
plug new devices into 
their home nets and have the 
equipment run almost at once. 
Microsoft paid Tut Systems 
to develop the Ethernet-over- 
phoneline technology' promot- 
ed by HomePNA. ■ 



IPSec 

Continued from page 1 

the baseline encryption and 
authentication techniques 
defined in the current security 
protocol. IBM's new proposal 
tackles the complex IP 
address management prob- 
lems that arise when remote 
access users are allowed into 
an intranet using IPSec. 

Though the fate of IBM's 
proposal is uncertain, the 
company will soon introduce 
IPSec client software based 
on the new technology. IBM 
also is busy swapping out the 
current IPSec protocol for 
the new version in its 
e-Network Communications 
Suite, which consists of fire- 
walls and other products used 
to support electronic com- 
merce applications. 

According to IBM Senior 
Engineer Charlie Kunzinger, 
the new version of IPSec will 
solve a basic security manage- 
ment problem that occurs 
when a remote access user 
is allowed into a corporate 
intranet after proving his 
identity at the corporate secu- 
rity gateway. 

"At that point, yon have 
to change the user's IP 
address, and that's a problem," 
Kunzinger says. The user's new 
address needs to be assigned 
from a pool of corporate IP 
addresses so the remote user 
looks like part of the local 
network. The technology IBM 
is pitching can keep track of 
these users and restrict their 
access to certain resources. 

IBM's technical proposal is 
based on ideas compiled by 
Ashlev Laurent, a small firm 



in Austin, Texas, that for a 
decade has written network 
system software for industry 
giants. With IBM, Microsoft, 
Cisco and many others throw- 
ing their weight behind IPSec 
as the virtual private network 
standard of choice, Ashley 
Laurent has started attending 
IETF meetings to follow the 
action. And now that IBM is 
backing Ashley Laurent's 
ideas for a new IPSec, the 
firm — which only has nine 
employees — could end up 



IPSEC EXTENSIONS 

IBM Is pitching two key extensions to 
the lETF's virtual private network 
standard. They are based on technology 
from Ashley Laurent, a small Austin, 
Texas, firm. 
Internet Name Space 
Enables IPSec gateways to assign remote 
access users IP addresses consistent 
with the corporate IP addressing scheme. 
The technology also lets the IPSec 
gateway separate secured traffic from 
nonsecured traffic. 
Topology Information Exchange 
Transmits to IPSec clients information 
needed to locate Web servers and other 
resources on corporate nets. 



leading the IETF pack. 

According to Jeffrey Good- 
win, Ashley Laurent CEO, the 
firm's Internet Name Space 
technology lets the IPSec gate- 
way automatically assign an 
IP address to a remote access 
user. The firm also has devel- 
oped Topology Information 
Exchange technology, which 
provides a way lo transmit 
network topology information 
about Web servers and other 
corporate resources to a 



user's IPSec-based remote 
access software. 

The Ashley Iaurent tech- 
nologies also extend IPSec 
beyond pure TCP/IP to in- 
clude networks and clients 
that relv on Microsoft's 
NetBIOS over TCP and 
Novell's IPX/SPX. 

Ashley lament also is cur- 
rently selling its VPCom Server 
product, which can plug into 
IBM's e-Business Firewall to 
provide enhanced IPSec func- 
tions. Guardian Life Insurance 
is testing this equip- 
ment in order to allow 
its agents in 3.000 
offices across the coun- 
try to remotely access 
Web applications on the 
company's intranet 

IBM, which last Oct- 
ober licensed Ashley 
Laurent's baseline IPSec 
implementation, now 
plans lo integrate the 
Internet Name Space 
and Topology Informa- 
tion Exchange technolo- 
gies across its products, 
including routers and 
the OS/390 and AIX 
operating systems. 

To convince the IETF 
to adopt this new ver- 
sion of IPSec, IBM will 
need to demonstrate that it's 
not the only big vendor 
behind the technology, says 
Boh Moskowitz, chair of the 
IETF's IPSec Working Group. 

"There are about six differ- 
ent projects floating around, 
including one from TimeStep, 
that also deal with IPSec sys- 
tems configuration," he says. H 

Get more Information online 
at www.nwfusion.com 

DocFlnder: 1033 
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That was some presentation you put together on your ThinkPad* 770X. The 14.1" active matrix display and high-end multimedia blew 
them away. As did the built-in 3D sound system and Dolby" Digital output. The DVD drive, 8.1GB hard drive and the Intel 9 Mobile Pentium" II 
processor (300 MHz) kept your presentation running smoothly. Speaking of your presentation, what was it about again? To learn more 
about the Windows NT 15 Workstation compatible ThinkPad 770, visit www.ibm.com/thinkpad, or call 1 800 426 7255, ext. 5024. 



Mobile Pentium II processor (Up to 300 MHz) / Up to 8.1GB HDD / DVD or CD-ROM / Up to 14.1" display / From $2899" 



YOU SOLD THEM. 
(ON A THINKPAD ANYWAY.) 



(@ e-business tools 





' Estmateo authorized IBM Reseller Pnc* -« for rncxM Actu*i antes may vary MHz dsrtotes microprocessor ntemal ctocn speed onfy: offw hWs may Msg ouptaald wtormant* GB - I Wlon bvtrn wtwn interring, to hard &n* capacity, aceeskb* capacity n 

bo Ini PC* rrtf#iod to m tnis ad mc*jde an operating Systran IBM pmouct name* ac« trademarks O 1 
Widows NT is a ragnwad imdemark or Mtf oso'l Corporation C1996 IBM Corp AH ricfiM reswvac 



POntllJIwB PC * "* , * ,r8d 10 ,R W,s 90 rie * ,t)e a " Operating system IBM product names trademarks o' rtttamaiionad Business Machine* Corporation lnt« InsKle and Pentium era registered trademarks of Intel Corporation Dotoy <s a registered trademark of Ooibv La bora tor* 5 
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NOW THREE THINGS IN LIFE ARE 1 □□% GUARANTEED. 



UUNET® is pleased to introduce the industry's first 100% Internet service availability guarantee, part of our comprehensive Service Level 
Agreement. It means guaranteed access on US leased-line and frame relay connections, * along with guaranteed latency rates and guaranteed 
24-7 monitoring of your connections by our Network Operations professionals. In fact, we even 
guarantee that we'll promptly and proactively notify you of any problems and get your new connection 

installed when we say we will. So call 1 800 874 5156 or visit info.uu.net/three. And discover one 1 |WrC"| a 

A—Jm 



AN M C 



WORLDCOM 



COMPANY 



Local Networks 



Covering: LAN Hubs and Switches • Management • Operating Systems * Servers • Thin Clients 
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ibm hasaimomu ■ 1 

Sett thousands of US Net- 
work Station thin 
clients ' Sysco and 
American General Finance. 




IBM lm\ lu'f) hut' Xi'tuwk Station 
ru\titmm. 

Both companies will use the 
devices to replace dumb termi- 
nals Network Stations are 
designed to access Unix and NT 
applications running on net- 
worked servers. Pricing for 
Network Station starts at $499. 

Allied Telesyn is 

now shipping IAX switches 
■'I'/ily with the IEEE 
802.1q virtual LAN 
standard. Two of the com- 
pany's FAheniet switches sup- 
ixirl 802.1 (/for \ 'IAN tagging, 
security and jiort tmuking. The 
ATS700XL switches include one 
device that features 24 lOBase-T 
ports, one 10/100Base-TX port 
and an optional 100M bit/sec 
port uplink. Tlie second switch 
has 16 lOBase-T ports, a single 
10/100 Base-TX uplink and an 
optional 100Base TX port. These 
switches cost SI. 154 and $999. 



<C Allied Jelesyn: (408) 730- 
0950 

! Novell 

engineers operating u nder Hie 
name Timpanogas 
Research Group 

(TOG! is gearing up for the 

release of its first rendition of a 
NetWare file system that 
ru ns on top of Windows NT. 
Called FENRIS the product is 
designed to provide better inter- 
operability between NetWare 
and NT servers sitting on the 
same network FENRIS sup- 
ports all of the features of 
Novell's existing file systems. 
FENRIS wilt be available in the 
second quarter. 

<t> TRG: (801) 2229129 



Pentium II servers get a boost 



By Denl Connor 

A slew of server vendors last 
week rushed no pledge support 
for Intel's latest Pentium II 
Xeon processor, which includes 
a new 450-MHz chipset de- 
signed to boost server perfor- 
mance up to 20%. 

The processor upgrade, fust 
expected last fall, is being 
embraced by Compaq, Dell, 
Hewlett-Packard and a host of 
other server suppliers (see 
graphic). 

The companies plan to plug 
the 450-MHz processor into 
new and existing servers. The 
server) will include up to four of 
the processing engines and will 



compete with Reduced Instruc- 
tion Set Computing machines. 
Pricing for servers based on the 
new processors starts at about 
(7,000, but high-end models 
can double that figure. 

The new servers could ad- 
dress the needs of users whose 
large database and transaction 
processing applications have 
hit bottlenecks on networks 
anchored by servers using 
Intel's 400-MHz Pentium II 
Xeon chips. 

While Intel claims perfor- 
mance improvements of up to 
20%, server vendors are a bit 
more modest HP, for example, 
hits seen improvements of up to 



Virus threatens NT nets 

Microsoft, Network Associates team on fix. 

NT Workstation 



By Christine Burns 

Windows NT administrators 
should lx" on the lookout for a 
new strain of computer virus 
that can wTeak havoc on their 
networks. 

Referred to as the Remote 
Explorer virus, this malicious 
mobile code encrypts exe- 
cutable, text and HTML files on 
NT systems, rendering the files 
unreadable. 

Remote Explorer is the first 
of a new class of virus that can 
readily move across networks to 
take advantage of connected 
systems, says Peter Watkins, gen- 
eral manager of Network 
Associates' security group. Un- 
like typical virus strains. Remote 
Explorer can transport itself 
from one networked machine 
to another without the user's 
help. Most strains require the 
user to accidentally pass a virus 
along as an executable program 
on a floppy disk or download it 
from the Internet, Watkins says. 

Remote Explorer targets NT 

Get more online: 

- Details about the 
virus. 

• An overview of how 
MCI WorldCom responded to it. 

IIMW.OWlUSIDIl.COnl 




Server and 
machines by tapping into NT's 
remote administration feature. 
Windows 95/98 and Unix 
machines can carry the virus, 
but they can't become infected. 

When a local administrator 
mns an infected executable, 
the virus uses the administra- 
tor's privileges to install itself as 
an NT service. The service uses 
the administrator's privileges to 
infect exccutables across the 
network. When the infected 
executable file is transported to 
a new machine, the virus starts 
the infection process anew. 

Administrators can check for 
the virus by opening the 
"Services" applet in the NT 
Control Panel. If Remote 
Explorer is listed as a service, it 
means the machine is infected. 

Microsoft is collaborating 
with Network Associates to 
build detection software and 
a fix for the virus. This 
software is available from 
Network Associates' Web site 
at wvviv.nai.com. 

The first known case of the 
virus was detected late last 
month by MCI WorldCom. The 
virus reportedly spread to 1 0 of 
die company's sites and affect- 
ed several thousand NT servers 
and workstations. Watkins says 
no subsequent infections have 
been reported. ■ 



13% on servers running Win- 
dows NT Server 4.0 and 
Microsoft's SQL Server 7.0 data- 
base. An HP Netserver using 
Intel's 450NX chipset handled 
23,000 transactions per minute 
in a Transaction Processing 
Council benchmark lest. 

The 450NX chipset features 
up to 2M bytes of Level 2 cache 
— high-speed memory that 
keeps often-used data and 
instructions ready for access by 



says Richard Fichera, vice presi- 
dent of research at Ciga 
Information Croup in Boston. 
"It is not always a linear rela- 
tionship, and it depends on the 
application. Applications that 
display quasi-regular access pat- 
terns, such as some databases, 
benefit from increased cache." 

One user plans to make sure 
that all servers his company buys 
include the 450NX chipset. 

"Layer 2 cache is one of 
Intel's most important [tech- 
nologies]," says Charles Shep- 
ard, senior systems 
engineer 



SERVER VENDORS RALLY AROUND NEW INTEL CHIP 

Here's a sampling of the servers supporting Intel's 
new 450-MHz Pentium II Xeon processor: 




Vendor 


Server model 


Base price 


Available 


Compaq 


ProLiant 5500, 6000, 
6500. 7000 


$7,159 


Now 


Data General 


AV25000 NUMA, 
AV3700 and 8700 


$7,000 


Now 


Dell 


PowerEdge 6300. 6350 


$8,418 


Now 


HP 


LH4 


$9,650 


Feb. 1 




LXr8000 


$11,300 


Feb. 1 


Toshiba 


Magma 7000 


$7,945 


Now 


Unisys 


QR/2.QS/2.QR/2V, 
QS/2V 


$10,895 


Jan. 30 



CPUs. Intel's 400-MHz chipset 
maxed out at 256K bytes of 
Level 2 cache. The new chipset 
also supports 8C bvtes of RAM, 
which is twice as much as the 
400-MHz version. 

"Increased cache usually 
results in higher performance," 



lor the Mirage Resorts in Las 
Vegas. "layer 2 cache increases 
the performance of database 
and Windows 2000 applications 
significantly." 

I-ater this quarter, Intel is 
expected to announce a Xeon 
boost to 500 MHz. ■ 



Compaq launches low-end ProLiant 



By Deni Connor 

Houston 

Compaq last week 
introduced its least ex- 
pensive ProLiant server 
to date. 

The entry-level Pro- 
Liant 400 runs on 
Pentium II 350-, 400- 
and 450-MHz proces- 
sors. Pricing for the 
new server starts as low 
as $1,471. 

The ProLiant 400 
features 5I2K of I-evel 
2 cache, and its RAM is 



The ProLiant 400 

btvaks the sub- 
$1,500 barrier. 



expandable to 384M 
bytes. 

The server comes 
equipped with a 10/ 
100M bit/sec Ether- 
net adapter, six expan- 
sion slots and up to 
27.3C bytes of disk 
capacity. 

The server comes 
packaged with Com- 
paq's server manage- 
ment software, as well 
as SmartStart, which 
automates installation 
and setup. ■ 
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RED WINDOWS 



Why 1999 will be the Year of the Directory 



Oxperl to hear about Year 2000 
issues arl nauseum between now 
and year-end. Here in Austin, Texas, it 
was the front page headline in the first 
Sunday paper of the year. Don't expect 
to read a lot about it in "Wired 
Windows," however — unless some- 
thing really startling happens. 

As mentioned in my last column of 

1998 (.VW, Dec. 21, page 22), I expect 

1999 to be remembered as the Year of 
the Directory, the year in which direc- 
tory-centric computing becomes the 
norm, not just for business computing, 
but also for personal and recreational 
computing. 

All the major directory vendors 
(Novell, Sim, Netscape and, later this 
year, Microsoft) will vastly improve the 
speed, scope and casc-ol-acccss of their 
products. 

More importantly, though, there will 
be simpler and more secure integration 
and synchronization across directories, 
as well as better directory identity for 



every object on the network. This 
thanks to the work of the Lightweight 
Directory Access Protocol and Directory- 
Enabled Network groups. 

Even the Year 2000 problem (OK, I 




Dave Kearns 



mentioned it — but this is important) 
will be helped by the move to directory- 
centric computing. As you move to 
new directory-enabled applications, 
you'll get Year 2000 compliance in the 
bargain. 

Easier administration for you, easier 
access for your users, better control of 
users and the devices they use. Year 



2000 compliance — the benefits of 
directory-centric computing are com- 
pelling. Forward thinking network 
administrators who haven't already 
done so should immerse themselves in 
the process of understanding the direc- 
tory, its uses and its possibilities. 

These are the administrators who'll 
be in high demand during the next few 
years because they truly will be able to 
do more with less; they'll have more 
control and ease-of-use while spending 
less on manpower, training and travel. 

We can enjoy smaller IS departments 
and reduce our training budgets as 
computer-based training, presented as 
a directory-centric application, re- 
places the much more costly use of out- 
side training facilities. 

Adaptive bandwidth, controlled 
through the directory, will bring 
online meetings and conferencing to 
more enterprises, culling travel bud- 
gets and the loss of productivity that 
travel causes. Proactive troubleshoot- 



ing with directory-based network mon- 
itoring software will reduce downtime 
and thus enhance productivity. 

You get all of these benefits, and yet 
your job is easier. You become a hero to 
the chief financial officer, the CEO and 
the end users while enhancing your 
value to both your current company 
and the one you move to next. Keep 
reading "Wired Windows" and ihe rest 
of Network World, and we'll tell vou how. 

Kearns, a former network administrator, 
is a freelance writer and consultant in 
Austin, Texas. He can be reached at 
wired@itquill.com. 



Tip of the week 

Wide I've refrained from tooting my imm 
horn in this column <n'er the \ear\. I'd Ite 
remiss if I didn't point out that I'm the 
GO-author of The Complete Guide to 
NDS. published by Syl>ex lISH.X* 
0782118232). ihnmgliout the year. I'll 
also recommend other hoitks, artules and 
white papers that will help \ou under- 
stand dirertnn-ceiitnc computing and 
its benefits. Watch this space! 



extension.dce.harvard.edu/internet 



Take the Internet to 

HARVARD 



Graduate-level computer science courses 
available over the Internet using streaming video: 

• Communication Protocols and Internet Architectures 

• Advanced Topics in Networking Protocols and Architectures 

• WEB Programming in Perl 

• UNIX Systems Programming 

Sample lectures available at: 

lab.dce.harvard.edu/extension/csciel31b/ 



classes begin February I 

information 617-495-9414 • e-mai7ext@hudce.harvard.edu 
tuition $950 noncredit; $1200 graduate credit 
corporate licenses also available 




HARVARD EXTENSION SCHOOL 

51 Brattle Street • Cambridge, MA 02138 



extension.dce.harvard.edu/internet 
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See how one modular 
solution lets you manage 
every job in your enterprise. 



Provision 




| o b 

Management 

Only Provision's job management 
solution works across platforms and 
between departments to automate, 
analyze, schedule and monitor the 
processing of thousands of jobs. 
And these unique tools do it all 
from a single console. For example, 
PLATINUM AutoSys alerts you to 
potential processing interruptions, 
allocates resources as a job flows 
through processing and lets you 
see job progress graphically. 
In essence, maximizing automation 
and minimizing intervention. To 
deliver more mission-critical 
processing on track and on time. 
So you can get the job done and 
perform at the highest possible 
level — all the time. 
Call 1-800 890-7528 x10203 or visit 
www.platinum.com/jmsearch 



Applications < 
Databases 4 
Desktops < 
Networks 4 
Systems 4 



make 



® 



shine 



data* s y s t e m <. • </ p p 



PLATINUM 



Free Product info enter NWInfoXpress #32 online @ wvra.networkworld.com/lnfojipress 




Increase your network's IQ with 
3Com- Fast EtherLink' XL 10/100 
network interface cards. Their 
intelligent features make them an 
active part 

of your network and a productive 
part of your company. 

Dynamio4ccess F Software lets 
you optimize the performance, 
control, and management of your 
network. While new Managed PC 
features like Remote Wake Up and 
Pre-Operating System Boot lower 
your cost of PC ownership. 

Right now, you can improve 
your network and your chances of 
winning a flat-screen TV. 



The NEW Fast EtherLink XL 10/100 NIC 

(For complete PC management) 




Prr-OS Boot. 
Comprehensive Remote Monitoring. 



For more information, visit us at 
www.3com.com/smarternic/nw, 
where you can enter the Thinking 
NIC Sweepstakes. 



More connected. 
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Internetworks 

Covering: TCP/IP • SNA • Network Management • Muxes. Routers and WAN switches • Remote Access 
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OpenConnect 
Systems lust week 
: . : SNA Print 
Server for CIP (Oirai 
Channel Interface I'rocessor), 
which lets tnS270 users print 
mainframe data from a central 
dedicated print server. Cisco's 
CIP directly links tlw firm 's 
Series 7000 and 7500 routers to 
the mainframe, Previously, 
remote Cisco tn$270 sewer usirs 
had to install and configure 
individual print gateways to 
print off the host. Users ran non- 
access and print mainframe 
data off ana printer in an 
rnterjmse net. and ISstidfs 
hare n single point of manage- 
ment for print operations. 

SNA Print Server software 
runs on IBM MX. Sun Solaris 
or Heirlelt Packard BW X 
servers linked to the CIP router, 
and ran handle up to 1,500 
print sessions simultaneously. 
SNA Print Server software is 
avaUahlefar SI. 995. and it costs 
an additional $150 per printer. 

( OpenConnect: (972) 484- 
5200 

■ FlowWise Net- 
works rvcentiy roiled out 
a switch that pro- 
vides failover and 
backup fur its mid* rs. 
Called A utoGuard, the switch 
directs t raffic to bypass a 
FlowWise IMS H00 or IMS 1600 
Router Accelerator and con- 
nects all links directly to a 
Ixu-kbone router. This lets a net- 
work administrator replace the 
800 or 1600 without netimrk 
disruption. FlowWise says. 

AutoGuard costs $2,500 and 
is available now. 

/•FlowWise: (408)474-0385 

UFonner mmlem poirrilnni.se 
Hayes last n • I k laid off 
approximately 250 employees 
in the U.S. and Asia/Pacific 
region and said it had "ef- 
fectively ceased 
operating." 

The com pa uy fded for ba ilk- 
ruptcy court protection an Oct 
9. 1998. and hoped to refinance 
or sell the company. 

r Hayes: (770) 840-9200 
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ATM answered the call for Mentor Graphics 



By Tim Greene 

Wiknnville. On. 

Mentor Graphics' network 
operations stall is laced with a 
unique situation: squeezing 
more out of its "old" ATM net. 

The company installed a pri- 
vate AIM network two years 
ago to solve one major prob- 
lem: File transfers by Mentor's 
software engineering staff con- 
sistently clogged the compa- 
ny's 56K hit sec private-line 
network, preventing the sales 
force from accessing its inter- 
active applications. 

" The priority was: Make mat 
stop." says Thomas Magee. 
Mentor's network operations 
manager. 




Mentor Graphics' Mag* toys the company *i ATM net 
tCWU ii at httSt $50.0(10 fur month in voire roits. 



Because the firm was .in 
early adopter of ATM WAN 
technology; it had to take the 
hardware available at the time, 
and that resulted in an over- 
built net that is not only bullet- 
proof, but may be even bomb* 
proof, Magee says. If Mentor's 
backbone were built today, 
many of the US Nortel Net- 
works ATM switches and 20 
Nortel PBXs in the net could 
be replaced with smaller, less 
expensive models. 

Rather than swap out the 
older, larger switches. Mentor 
made belter use of the back- 
bone's power and ability to sup- 
port mixed voice and data nets. 
Magee knows that at least 
$50,000 per 
month has been 
cut olf voice ex- 
penses because 
the company 
recently direct- 
ed all interoffice 

traffic over the 
private ATM net 
rather than the 
public phone 
network. 

Also, an in- 
ternal 800 num- 
ber used to 
access a central- 
ized voice mail 
system has been 
discontinued 
because most of 



A WAN FOR VOICE AND DATA 

Mentor Graphics uses ATM to share voice and data traffic among 
its sites nationwide. 



Wilsonville 

O — 



9 

San Jose 



A voice mail system on a P8X in Wilsonville. Ore- 
serves Mentor phone users in 18 of 20 offices. 



} 



Warren, N.J. 



Schaumburg, III. 



Voice and data are carried 
as ATM over T-l trunks. Dall 




KEY: • Switching hub site ORouter hub site 



1,544Kbit/ sec 
512K bit/sec 



the voice mail is handled hv 
one PBX connected to the 
AIM net. On the voice side, 
the companv recenllv upgrad- 
ed iu» dumh kev systems to 
PBXs in all offices to allow 
direct inward dialing so Cus- 
tomers can more easilv reach 
sales staff. The PBXs also sup- 
port call detail recording thai 
can better control phone costs. 

The net boosts backbone 
bandwidth front . r >(SK hit/sec to 
1.5M hit/sec, and branch- 
office trunks from 5tiK bit/sec 
to 2F>f>K hit sec. The increased 
bandwidth solved the logjam 
problem and has allowed room 



for ever-increasing data traffic 
over the net 

The A IM switches also allow 
for more efficient use of the 

net hv diverting traffic around 
congested links. That redirec- 
tion means more traffic can he 
added without buying larger 
private lines between sites. 

The million that Men- 
tor spent on the initial overhaul 
included rebuilding iLs voice 
and data nets. But because fea- 
tures have been added that 
were not in the original net- 
work, it is impossible to quanti- 
fy return on investment for the 
project, Magee says. H 



Argon Networks scales router smarts 



By Jim Duffy 

Littleton, Mass. 

Gigabit router start-up Argon 
Networks is taking the Internet 
scalability issue beyond band- 
width to die brain of die back- 
bone. 

Argon last week touted the 
route processing capability of 
iLs yet-to-be-released GigaPacket 
Node (GPN) router, which the 
firm claims has the optimal 
horsepower for handling 
Internet peering and virtual pri- 
vate nenvork deployment. For 



end users, scalable processing 
may mean more reliable 
Internet service. Argon claims. 

The control shelf compo- 
nent of Argon's GPN performs 
all route calculations and pro- 
cessing for Border Gateway 
Protocol 4 (BGP4), Open 
Shortest Path First and Multi- 
protocol Label Switching 
(MPLS) circuit assignments. 

Argon says die GPN control 
shelf architecture allows users 
to scale processing to manage 
thousands of BGP4 sessions and 



up to eight million MPI5 label 
assignments. 

Conversely, Cisco Internet 
routers and those from other 
start-ups may not have enough 
horsepower to support future 
BGP4 peering requirements or 
reliable entcrprisc-to-Internet 
connectivity, Argon claims. 

For now. Argon's control 
shelf architecture is unique, 
analysts say. 

But GPN won't be generally 
available until mid-1999, so 
Cisco and other start-ups may 



have time to respond. "They 
may not have to rearchitect 
everything, but they're going to 
have to crank up processors or 
put in a second processor," says 
Bob Bellman, principal at 
Brooktrail Research in Narick, 
Mass. ■ 



Get more online: 

A look at Argon's 
overall network 
architecture. 

■ Overviews of terabit routers. 

www. n wiusi □ n en m 
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INTERNETWORKING MONITOR 



Next Generation Internet Forum takes the application view of QoS 



Ohe Next Generation Internet 
(NGI) Forum is off to a fine start. 
Last month, 50 delegates gathered at 
Argonne National Laboratories for the 



first official NGI Forum Information 
Exchange. Attending the event were 
business, government and educadon 
representatives, as well as network 



equipment vendors, application suppli- 
ers and service providers. 

Not surprisingly, a common theme 
throughout the day was quality of service 




When it comes to 
Service Level Management, 
NextPoint wrote the book 
... and the software. 



When it comes to network and application service levels, end-users are 
never satisfied. Always demanding better performance while flooding 
the network with diverse application traffic. It's enough to leave network 
managers feeling lost in the wilderness! 

NextPoint's SLM survival guide can help. It's a step-by step reference 
guide filled with practical tips on setting and meeting end-user 
expectations. Brought to you by the leading provider of SLM software for 
networks and applications. 

As you implement SLM, our award-winning NextPoint S 3 software 
provides even more guidance. NextPoint S 3 enables you to define both 
network and application service level objectives — in simple, clear terms to 
ClO's and end-users. The intuitive NextPoint S 3 suite then tracks actual 
service levels against objectives, alerts the service provider to impending 
performance problems, and provides reporting and drill-down capabilities 
to isolate network and application issues. 

No other software offers such comprehensive monitoring for business- 
critical networks and applications. So whether you need to implement 
service level management, or just need to learn more about SLM, NextPoint 
Networks has what you need. For your free copy of the Survival Guide to 
Service Level Management, visit NextPoint at www.nextpoint.com or call us 
to speak to a representative. 

Performance management software 
for business-critical networks. 



Award-winning software! 



Network and application 
service level reports 



End-to-end performance 
management 

Application response time 

Network baselines 
and trend analysis 



NextPoint .• 

Networks*-' 

978/392-2026 ▼ www.nextpoint.com 



COMPANIE 
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(QoS). Like most net managers, mem- 
bers of the NGI Forum are spending a 
fair bit of time grappling with the 
mechanics of various QoS initiatives, 
such as the Internet Engineering Task 
Force's Differentiated Services (DiffServ), 
IEEE 802. lp and the QoS Alliance. 

Where the NGI Forum differs from 
most groups is that it wants to discuss 
QoS in terms of NGI application require- 
ments. Ultimately, unless next-genera- 
tion networks can meet the technical 
requirements of next-generation applica- 
tions, deployment will not be possible. 

While most of us tend to fixate on 
guaranteed bandwidth when we discuss 
QoS, keynote speaker Rick Stevens, Ar- 
gonne's deputy 
associate labo- 
ratory director 
for physical re- 
search, and di- 
rector of the 
mathematics 
and computer 
science division, 
advised the and- Kevin To I 
ience not to 

stop there. Extremely low latency is just 
as important as every bit of bandwidth. 

Stevens' work in building interactive, 
virtual environments at Argonne has 
established that guaranteed low latency 
will be mandator)' if sophisticated appli- 
cations are to run in real time across 
the NGI. 

And whatever the bandwidth and 
latency guarantees, NGI managers need 
to know that providers arc delivering as 
promised, which brings us to service- 
level agreements (SI A). While individ- 
ual providers are still trying to figure out 
how to prove compliance with single- 
provider SL\s, NGI managers are, quite 
righdy, concerned about SLAs that cross 
provider boundaries. After all, unless the 
bandwidth ami latency are within thresh- 
olds end to end, there is little point in 
deploring an advanced application. 

Ultimately, managers believe the NGI 
needs to achieve utility status in which 
there is no degradation of service when 
crossing among domains of different 
service providers. 

All of diis leads to die agenda for the 
next NGI Korutn meeting scheduled for 
mid-March. (Sec www.ngiforum.org for 
final dates and location, to join the mail- 
ing list, or to join the organization.) 

At this meeting, we hope to hear from 
representatives of the key groups 
attempting to provide the f ramework for 
QoS. A member of tile DiliServ commit- 
tee has already volunteered to update us 
on that effort. 

Tolly ii jiresidrnt of The Tolly Group, a strate- 
gic consulting and indef/endent testing firm in 
Manasqucnt, N.J. He can be leached at (732) 
528-3300, ktolly@Iolly.com or urww.tolly.com. 



Internetworks 



BDDDOOD BDDOB 

Managing the enterprise 

CIM-plifying net management 

Common Information Model tools could change the way enterprises are administered. 



©efwork managers have never had an 
easy job, but management tools aren't 
helping as much as they could, 
ivianagement packages have no standard 
method of storing management dam, critics 
point out. The packages don't fully take advan- 
tage of Web technology, and existing tools don't 
make it easy to translate business policies direcUy 
into network device configurations. 

To address these complaints, vendors are 
putting together the Common Information 
Model (CIM). The CTM specification will define 
a standard way to represent management infor- 
mation. But if vendors follow through with their 
implementation of CIM. the model also has the 
potential to change the way network manage- 
ment is done. 

Management tools could use CIM to describe 
all kinds of management data, including data 
from networks and systems. For example, a CIM 
database could hold information about network 
devices that has been gathered by using SNMP, 
as well as information about systems collected 
from the Desktop Management Interface 
(DMI). DMI defines PC hardware and software 
components in a standard fashion. This way, 
management tools could go to one place for all 
information. 

Coupled with Extensible Markup Language 
(XML) , CIM could become a way to share man- 
agement data using Web technology. Add poli- 
cies to it, and CIM could become a tool to set 
quality-of-service (QoS) levels in routers and 
switches throughout an enterprise. 

"There are no silver bullets, but this is a 
step in the right direction," says Stephen Elliot, 
senior analyst at Cahners In-Stat Group in 
Newton, Mass. As companies start to merge voice 
onto their data networks, CIM will become more 
important, he says, because companies will need 
tools that can look at both system and network 
performance, as well as guarantee that voice gets 
the QoS level it needs. 

Stealth technology 

Although users will benefit from CIM, most 
won't see it firsthand. Because it is primarily a 
way for management tools to talk to each other 
behind the scenes, users don't know much 
about it. 

"Our exposure to CIM is limited to the papers 
we've seen presented at conferences about what 
it looks like and how wonderful it's going to be," 
says Scott Parker, chief technical officer at 
Southernview Technologies, a Marietta, Ga., con- 
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suiting firm and user of management software. "I 
hope it's all true, but we'll withhold judgment on 
it until we see what it can do." 

Ironically, it will take pressure from users to 
get vendors to fully embrace CIM, industry 
watchers say. Users need to demand that their 
vendors share information, says Steve Joyce, vice 
president of marketing at Ganymede Software 

NEW LINGO 

Network and systems management are about to be changed 
by several factors coming together: 

CIM: A common fotmat to store management data from any 
source, such as desktop systems and network devices. 
XML A language for representing structured data using Web 
technology. The DMTF recently released a specification for 
representing CIM data in an XML document. 
WBEM: A multivendor initiative to provide a way for all systems 
to be managed through a common standard. The effort backs 
CIM as a standard. 

DEN: A specification to store information about network devices, 
applications and users in central directories.The DMTF is planning 
to use the same model in CIM, so information will be consistent 
in DEN directories and CIM management systems. 

Hung, paw 

in Research Triangle Park, N.C., a developer of 
performance management software. 

Without users' goading, there's not much 
incentive for vendors to share information, he 
points out. Vendors today could share data 
through a platform such as OpcnView, but "it 
just turns out that not many vendors look at 
others' data," Joyce says. 

Vendors would rather have management 
tools discover network information of their own 
products, to be on the safe side, he says. Unfor- 
tunately, this means that each tool polls the net- 
work and maintains its own database, resulting 
in a lot of redundant work. 

Things are looking up 

However, other industry watchers point to 
recent endorsements of CIM by Microsoft 
and Cisco as proof dial CIM will be used heavily. 
In September, Cisco announced that its Cisco- 
Works2000 suite of management applications 
will exchange data widi more than 20 vendors 
using CIM. Microsoft plans to ship a CIM object 
manager in Windows 2000 to act as a go-between 



for management applications and the operating 
system's management kernel. 

Widespread use of CIM probably will take 
root about a year af ter Windows 2000 is re- 
leased, says J. P. Corriveau, senior vice president 
of advanced technology at Computer Associates 
in Islandia, N.Y. Meanwhile, vendors likely will 
start to use CIM in isolated cases in conjunction 
with XML, he says. 

Last August, the Desktop Management Task 
Force (DMTF) specified how to represent 
CIM data in an XML document. XML is a 
way of representing structured data, much 
like HTML is a way of describing a text 
document. 

The next step for die DMTF is to specify 
how to gel information from and put infor- 
mation into a CIM database using XML. 
The group plans to finish diat specification 
by March. 

The DMTF is also working to make policy- 
based management a part of CIM. The Inter- 
net Engineering Task Force and die DMTF 
are considering identical proposals for a stan- 
dard way of describing policies, says Jim 
Turner, chair of the Web-Based Enterprise 
Management (WBEM) working group in the 
DMTF. No schedule has been set lor stan- 
dardizing die proposals, he says. 

Once the standards are set, any kind of 
software dial is responsible for enforcing 
policies can go to the CIM database to get infor- 
mation about those policies. 

New order 

Most established management vendors see 
CIM as simply a way to share data with other 
systems. The vendors maintain their propri- 
etary databases but use CIM to extract data 
from other sources and put that data into their 
own databases. 

But start-up Managc.Com in Santa Clara, Calif., 
has gone beyond that model, ttsing a native CIM 
database as the foundation for its management 
software. As a start-up, any openness in die man- 
agement area is beneficial, says Bob Quill an, the 
firm's vice president of marketing. 

Each part of Manage. Corn's product will 
be based on standards, Quillan says. By April 
the company will he making its CIM data avail- 
able through XML and will be using Java to 
create agents for any plad'orm. "Java is mobile 
code, while XML is mobile data," Quillan says. 
"There's so much power and flexibility in that 
model." ■ 
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Redundant Management 
Redundant Links 
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SNMP Based 
with Loop Back 



Switching 
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4-Port 10/100 
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Ethernet, Fast Ethernet, Gigabit 
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Benefits: 

Conserve Fiber 

Extend distances to 1 1 0km and beyond 
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Convert Copper to Fiber 
Reduce the need for new fiber 
Create redundant fiber links 
Maximize uptime 
Network Management 





Q 



NBase 
Xyplex 



www.nbase-xyplex.com 



Tel: 978-952-4700 Fax:978-952-4702 Toll Free: 800-338-5816 
Free Product info enter NWInfoXpress #35 online @ www.networkworld.com/lnfoxpress 



Carriers & ISPs 



Briefs 



Covering: The Internet • Interexchange and Local Carriers • Wireless • Regulatory Affairs • Voice Equipment 

Bell Atlantic angling to buy Airtouch 

Acquisition would boost Bell Atlantic's wireless plans, but other suitors may prevail. 



B Cable Internet service pro- 
eider ©Home Net- 
works last week sinned a 
10-year agreement with 
AT&T !■ ■ >< ' 11 nation- 
wide IP network 
using AT&Ts Dense Wave Divi- 
sion Multiplexing (DWDM) 
backbone. 

Tiie netc backbone, sched- 
uled to be ready by mid-year, 
will be connected to @Home's 
cast ing cable network ami trill 
boost ©Home's net capacity 100 
fold the company claims. 

The agreement will give 
QHome the ability to develop 
new IP services and enhance its 
multimedia imgramming 
capnbililii \ 

The new backbone will alio 
help @Home more efficiently 
intercomiect and exchange 
traffic with other large rarrien 

>f> @Home: (415) 5693000; 
AT&T: (90S) 221-2000 

£ Concentric Net- 
work last week rolled ou t 
iSpeed Concentric 
Wireless Internet 
access service. 

The imreless service offers 
users symmetrical access to tiie 
Internet at 384K bit/sec. 

Concentric is teaming with 
WavePalh, a wireless service 
provider in San Francisco, to 
support the new service. 

The service is available for 
$150 per month plus a one-time 
installation fee of $800. These 
rhnrges includt local access 
fees ami customer premises 
equipment 

Q Concentric: (888) 493-6282 

SI PSINet is boosting its net- 
work capacity lei acquir- 
ing dark fiber in Cali- 
fornia and Hong Kong. The ISP, 
based in Herndon, Vo., recently 
signed a deal wit/i Metromedia 
Fiber Netimrk that gives PSINet 
a 150-mile OC-48 loop that 
spans San Fruiicisco. Silicon 
Valley, San Jose, Santa Clara 
and Haywood, Calif. 

And to beef-up its Asian pres- 
ence, PSINet has acquired three 
ISPs — SpiderNel, HugeNet and 
AsiaNet — based in Hong Kong. 

V PSINet- (70S) 9044100 



By Tim Greene 

New York 

Bell Atlantic hopes to estab- 
lish a coast-to-coast wireless 
network by combining its 
Northeast net with the Western 
holdings of Airtouch Communi- 
cations, a mating thai would 
rival AT&T for cellular domi- 
nance in the U.S. 

If ihe $45 billion deal an- 



nounced last week goes through 

— it was uncertain at press lime 

— Bell Atlantic would leap 
ahead of the other regional Bell 
operating companies in cellular 
coverage. It would also put 
Sprint and its national cellular 
designs at a distant third, 
according to Jonathan Haller, 
principal analyst at Current 
Analysis in Sterling, Va. 



PROFILE: AIRTOUCH 

Located: San Francisco 

1997 revenue: $6 billion 

Primary business: Wireless service provider 

Founded: April 1994 as a spinoff from RBOC Pacific 
Telesis 

Worldwide subscribers: 16.1 million 

U.S. subscribers: 14 million 

Assets: Cellular operations in 22 major U.S. cities: 
investment in Globalstar, a satellite-phone 
network being built; joint operator with Bell 
Atlantic of PrimeCo Personal Communications, 
a cellular service in 10 major U.S. cities; part 
owner of 12 international cellular ventures 



Together, Bell Atlantic and 
Airtouch would have 13% of 
U.S. mobile customers, with 
AT&T controlling 10%. Both 
companies are picking up new 
customers so fast that the per- 
centages could easily shift, 
according to Haller. 

Before Bell Atlantic can close 
the deal, it will first have to stave 
off a matching offer for Air- 
touch from Europe's largest cel- 
lular carrier, Vodafone Group, 
and other offers, including one 
from MCI Worldcom. Bell 
Atlantic also faces possible trou- 
ble from the Federal Com- 
munications Commission. 

While the companies in- 
volved acknowledge talks are 
going on, they have agreed to 
say nothing uniil a deal is final. 

Bell Atlantic and Airtouch are 
already entwined in PrimeCo 
Personal Communications, a 
joint venture that provides cellu- 
lar service in 30 U.S. cities. 

The Bell Atlantic and Air- 
touch networks complement 
each other almost exactly. 



CLEC wins battle over toll-avoidance scheme 



By David Rohde 

Chicago 

Users who employ competi- 
tive exchange carriers may bene- 
fit from a cease-fire in a Chicago 
war over telephone numbering. 

Regional Bell operating com- 
pany Ameritech last month 
dropped — at least for now — a 
legal challenge to a Chicago 
competitor's scheme for using 
the phone numbering system to 
quash local tolls. 

The competitor. Focal Com- 
munications, offers a service 
called Virtual Office that estab- 
lishes suburban points of pres- 
ence in places where Focal does 
not even maintain a switch. With 
the service, suburban workers at 
home or branch offices connect 
to a corporate network site in 
downtown Chicago and use the 
suburban phone number in- 
stead in their communications 
software scripts. 

The dial-up link is then trans- 
ferred downtown via Focal's in- 



terconnection agreement with 
Amerilech. That cuts out Amer- 
itech 's per-minule user charge 
for all business calls between 
points more than eight miles 
apart, even within local calling 
areas, a cost savings for users. 

Ameritech challenged Virtual 
Office with Illinois regulators, 
complaining that Focal reserved 
100,000 suburban phone num- 
bers for the service, far more 
than it would ever possibly use 
(.Ml; July 27. 1998. page 27). 

Focal shot back that Ameri- 
tech's own phone-numbering 
policies were to blame. Under 
long-accepted RBOC practice, 
each local carrier can only order 
phone numbers in blocks of 
10.000. That's because telco 
switches route to carriers based 
on area codes and exchanges 
and ignore the final four digits 
of the number until the local 
loop. Focal said it needed 
10 suburban exchanges and 
100,000 numbers to give it ade- 



quate geographic coverage for 
Virtual Office. 

Amerilech decided to drop 
tile complaint after staffers at 
the Illinois Commerce Commis- 
sion advised Ameritech officials 
that numbering disputes should 
be settled elsewhere. Ameritech 
may approach one of the 
national industry forums diat 
deal with phone-numbering pol- 
icy, a company spokesman says. 

Focal executives maintain 
that the phone number com- 
plaint was always a smokescreen. 

"It wasn't that we were wast- 
ing phone numbers," says Dan 
Meldazis, Focal's manager of 
regulatory affairs. "The issue was 
whether we were providing a 
service that was better than 
Ameiitech's." In a statement. 
Focal CF.O Robert Taylor said 
the incident was "one more 
example of Ameritech opting to 
litigate instead of compete" but 
praised Ameritech for withdraw- 
ing the case. ■ 



"There is very little overlap now 
in the geographic areas they 
cover," Haller say's. And he says 
Airtouch is a hot property on its 
own. "Anecdotally, Airtouch has 
been blowing the doors off 
others in growing its subscriber 
base," Haller says. 

If the deal goes through, Bell 
Atlantic would score yet another 
coup in its efforts to grow 
beyond its traditional role of 
local exchange carrier. 

Bell Atlantic bought fellow 
RBOC NYNEX to capture the 
land-line local phone nets from 
Maine to Virginia, excluding 
Connecticut and Rhode Island 
networks, which are owned by 
SBC Communications. 

In addition to digesting 
NYNEX. Bell Atlantic is gelling 
ready to swallow GTE, a S53 mil- 
lion deal pending approval 
from the FCC. The GTE merger 
would give Bell Atlantic pockets 
of local land-line networks in 28 
states and an extensive Internet 
access network. GTE would also 
bring enough wireless cus- 
tomers on its own to push Bell 
Atlantic past AT&T. 

Because of these other deals, 
the purchase of Airtouch could 
draw heavy scrutiny from the 
FCC and the U.S. Department 
of Justice. 

If successful, the deal would 
put Bell Atlantic on solid fool- 
ing to compete against other 
RBOCs. 

Industry observers say Bell 

Atlantic has a good shot at get- 
ting FCC approval to sell long- 
distance service in New York 
sometime this year. That would 
be the first FCC approval of an 
RBOC to sell long distance since 
passage of the Telecom Reform 
Act of 1996. ■ 

Get more online: 

• Bell Atlantic and 
Airtouch financial 
and stock information. 

• Overviews of other recent 
telecom merger proposals, 
Including Bell Atlantic and GTE 
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EYE ON THE CARRIERS 



Across the country, but not at your doorstep 



Oor many users, 1999 will be the 
year they invite Qwest — the new 
national carrier — to bid against the 
Big Three telcos. Qwest is set to com- 



pete on "good old" enterprise services, 
such as frame relay, ATM and even cir- 
cuit-switched voice and 800 numbers. 
But don't look lor a complete end-to- 



end connection from Qwest. One thing 
it does not have — and is not likely to 
have any time soon — is a plan to enter 
local markets. 



k A lower costs and higher performance, 
WAN services are looking mighty attractive 
these days. But look out. It's become nearly 
impossible to see how your many connections 
and the critical applications they enable are 
doing. Try to look beyond the LAN and the 
picture is damn cloudy. 

It doesn't have to be. With Digital Link's 
Solo Select Performance System at the 

network's edge, 
| you can gain 
i remarkable 
] visibility across 
the widest of 
WANs. This 
highly intelligent 
system provides enterprise network managers 
an integrated set of solutions for viewing the 
health of a network in real-time. 

You get in-band SNMP management. Data 
link-layer testing. Central and remote element 
management. You get performance monitoring 
solutions based on industry standards with 
management scalability and the flexibility to 
migrate to higher bandwidths. 

To learn more about today's important 
WAN management issues, you need to visit 
www.at-the-edge.com for your free copy of our 
"Wider Answers" Primer. It will start clearing 
things up for you immediately. 




Digital Link 

WIDER ANSWERS 




David Rohde 



Qwest could have taken over a germ 
of a local strategy from Id Inter- 
national, the established carrier it 
acquired in mid-1998. Although LCI 
had not built any local networks of its 
own, it was reselling some services from 
incumbent local carriers. 

In addition, LCI was active on the 
local-services legal front. The carrier had 
filed a petition with regulators to force 
regional Bell operating companies to 
improve their electronic ordering sys- 
tems for local competitors. LCI also had 
filed a petition giving RBOCs the option 
to split into wholesale and retail divisions 
in exchange for a pass into long distance. 

The force behind these moves was 
famed attorney Anne Bingaman. She's 
the former U.S. assistant attorney gen- 
eral who in 1995 forced Microsoft into a 
consent decree on marketing of operat- 
ing systems. She joined LCI after her 
stint at the Department of Justice, but 
she left after Qwest acquired LCI, going 
into private 
law practice. 

Even under 
Bingaman, 
LCI's local 
strategy was 
heavy on the 
legal briefs but 
light on usable 
services. After 
Qwest CEO 

Joe Nacchio came in, he made it clear 
that local networks weren't in his plan. 

The basic problem is that real facilities- 
based local networks would be too hard 
to acquire. "We're not going to go out 
and buy the overvalued competitive 
local exchange carriers," says Ian Dix, 
Qwest's vice president for business- 
services marketing. 

What's more, Quest wants to be the 
RBOCs' friend. Bingaman's lobbying 
for the regulators to whip the RBOCs 
into shape has been curtailed and the 
legal petitions have been de-empha- 
sized, Qwest officials concede. Instead, 
Qwest spent the second half of last year 
trying to get regulators to okay its joint 
marketing deals with RBOCs. 

Another advocate for LCI's old 
approach — its long-time CEO, Brian 
Thompson — is also now gone. 
Thompson left Qwest at year-end after a 
term as vice chairman. "I'm a CEO," he 
says. "I agreed to help in the transition, 
but being a vice chairman is not my 
idea of an important assignment." 

So if Qwest ever wants to start provid- 
ing high-powered local connections, the 
company will be starting from scratch. 
For now, it looks like Qvvest services will 
require RBOC T-l access lines or whatev- 
er 's available in terms of carving out local 
SONET connections from existing metro 
carriers. Don't forget to factor those into 
your bid process when Qwest comes to 
die negotiating table. 

Roh/le is a senior editor with Network 
World. He can fie reached til dmhde@nwui.cotn. 
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■ .*«<••• ■■: App Stream, 

Inc. has released a beta 
version of Java streaming 
software designed to allow 
even users with dial-up 
rapidly 
download and 
deploy 'org* busintsi 
applications and complex 
Java applets. 

Tlie product, AppStream 
for Java, employs the same 
techniques used in audio 
and video streaming, in 
which programs can begin 
running on a client after 
0/1/1/ part of lite software 
code has been downloaded. 

App Stream 's server soft- 
ware runs on Windows 
AT. Solaris and AIX plat- 
forms. A Java component 
automatically installs on 
the client the first time a 
user visits an AppStream- 
enabled site. 

Founded last year, App 
Stream is based in New York. 

f App Stream: (212) 983- 

mo 

■ Intranet software maker 
Open Text';,' Union* 
Canada, last week renewed Us 
ongoing acquisition binge by 
snapping up LAVA 
Systems ' if T' in >r'l" 

LAVA's enterprise-level 
integration software will 
allow Open Text's LiveLink 
Intranet software to work 
with products from the lead- 
ing enterprise resource 
planning companies. Open 
Text says. Terms of the deal 
were not released. 

C Open Text: (519) 888-7111 

83 Intelligent Envi- 
ronments 

Amazon Integrator. 

a product thai helps developers 
craft Wet) applications that 
access legacy databases and 
perform terminal emulation, 
transaction processing and 
messaging. 

The $25,000 product works 
until IBM's DS2 datalxtse and 
CICS transaction software, as 
well as Microsoft 's SQL Server. 

C Intelligent Environments: 
(781)272-9700 



Intranet Applications 

Covering: Messaging • Groupware • Databases • Multimedia • Electronic Commerce • Security 

NT 4.0 flunks cryptography test 



Another service pack fix and interoperability zvoes for users are the results. 



By Ellen Messmer 

Washington, I). C. 

Last summer, Microsoft 
hoped to see NT 4.0 breeze 
through government tests of 
encryption features such as 

Data Encryption Standard and 

digital signatures. But things 
didn't go exactly as planned. 

Products must pass the 
Federal Information Process- 
ing Standard (FIPS) 140-1 cer- 
tification test before they can 
be sold to the U.S. and 
Canadian governments. 

Not only did the Redmond. 
Wash., giant fail the cryptogra- 
phy tests, but Microsoft offi- 
cials now acknowledge that the 
lab scrutiny exposed short- 
comings in NT's cryptographic 
processing that will force 
Microsoft to redesign the 
operating svstem. 

Microsoft expects to issue a 
service-pack upgrade later this 
year — once NT finally makes 
it through FIPS 140-1 testing. 

"We expect this to happen 
early in the first quarter, but we 
have to allow for additional 
delays," says Patrick Arnold, 
program manager at Microsoft 
Federal Systems. 

The Microsoft code fix. 



however, will prevent users 
who apply it from using 
Internet F.xplorer 4.0, Outlook 
98 and perhaps other applica- 
tions, such as the Microsoft 
Internet Information Server. 

"Only Internet Explorer 5.0 
will know how to work in 
FIPS mode," Arnold 
explains, adding 
Microsoft is still 
assessing the applica- 
tion interoperability 
problems that will 
result from the fix. 

Microsoft has al- | 
ready released NT 
Service Pack 4. which 
was supposed to be the 
Hist upgrade for NT 
4.0. The company has 
not yet announced the 
FIPS upgrade and has 
not explained whether all users 
— orjust the ones that need the 
FIPS compliance — will be 
urged to upgrade. 

The problems, which were 
uncovered at CygnaCom Solu- 
tions, a government-certified 
testing lab. are related to NT 
4.0's CryptoAPIs. 

Government reaction 

Government users, espe- 




cially the Department of De- 
fense, which bought tens of 
thousands of NT 4.0 servers, 
are bracing for impact. "Will 
our department upgrade and 
w r ork through the interoper- 
ability problems? Absolutely." 
says Dick Schaeffer, a Defense 



"Gonernment 
users are now 
required to 

buy products 
conforming to 

FIPS 140-1." 

Miles Smid, 

manager of security 
technology. NIST 



1 



Department security manag- 
er. "FIPS 140-1 is an important 
benchmark that tells us an 
encryption module is working 
right." 

Prodded by the Defense 
Department to meet govern- 
ment encryption standards, 
Microsoft insists that NT 4.0 
and NT 5.0 will henceforth be 
designed around FIPS 140-1. 
And there will be only one ver- 
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Lotus ships real-time collaboration product 
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Lotus last week began shipping new Java-based 
collaboration software, called Sametime 1.0. 
The software lets users monitor the online status 
of colleagues, swap instant messages, and share 
applications in real time. The product includes a 
Sametime Server, Sametime Connect Client, appli- 
cation development tools and Sametime-enabled 
templates that work with Notes 4.6 and 5.0. 

Lotus is touting the synchronous collaboration 
capabilities of Sametime as a natural extension 
of the asynchronous capabilities found in Notes 
and Domino. 

Sametime Server runs on Windows NT and can 
be accessed using Internet Explorer 4.0 or higher, 
Netscape Navigator 4.06, Notes 4.6.2 or higher, 
and T.120-based conferencing clients. The server 
costs $5,000 in addition to a $20 per-user client 
access license. 

Lotus: (617) 577-8500 



sion of NT — the FIPS version 
— sold to the government and 
commercial sectors. 

Microsoft admits it might 
have sidestepped the interop- 
erability mess if it had gotten 
into the government's test pro- 
gram earlier. 

"We got into this a bit late," 
Arnold confesses. "We weren't 
effectively paying attention." 

Late indeed. The FIPS 140-1 
test program was started five 
years ago by the National 
Institute of Standards and 
Technology (NIST), with help 
from the National Security 
Agency. 

During the past two years, 
the government established a 
vigorous test regime with three 
certified labs. Last year, agen- 
cies were told they had to start 
buying FIPS 140-1 products to 
protect sensitive but unclassi- 
fied information. 

To date, about 30 products 
have won HPS 140-1 certifica- 
tion, including Netscape's 
Communicator client software 
and SuiteSpot server. Ac- 
cording to NIST officials, 30 
other products are undergo- 
ing testing. 

Government agencies — in 
theory — shouldn't be 
using NT to protect sensitive 
but unclassified information 
because it isn't FIPS 140-1- 
certified, says Miles Smid, 
manager of security tech- 
nology at NIST. 

Agencies can ask for a 
waiver, but lite reality is that 
none have bothered — the 
lack of FIPS 140-1 products 
in the market seems to be 
excuse enough. 

"FIPS 140-1 is very important, 
but there aren't enough prod- 
ucts to buy," says the Defense 
Department's Schaeffer. ■ 



Get more online: 

' A copy of FIPS 140-1. 
- A list of products 



certified as compliant. 



I. 
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Intranet Applications 



NET INSIDER 



A waste of good brainpower 



O'vc noticed a disturbing trend: the 
emergence of papers by scholars 
who think thev know more about how 
die Internet works than I hey actually do. 



For example, Thf Virginia Journal of 
Law and 'I'frhnoUtgy just published an arti- 
cle by Rob Frieden titled "Without Public 
Peer: The Potential Reyuhitorv and 



Universal Service Consequences of 
Internet Balkanization" (http:/ /yjoltstu- 
dentvu^ginia.edu/graphics/vol3/honie_, 
art8.html). As far as I can tell. Professor 
Frieden's assumptions of Internet struc- 
ture are wrong and negatively impact the 
usef ulness of his conclusions. 

The article looks at an important issue, 
the application of the universal service 
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KEYNOTE PRESENTATIONS: 
Dr. Michael Cowpland, President & CEO, Corel Corporation 
Mark Jarvis, Senior Vice President of Worldwide Marketing, Oracle 
Linus Torvalds, Creator of Linux 
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Introducing LinuxWorld 
Conference: March 1-4, 1999 
Expo: March 2-4, 1999 
San Jose Convention Center 
San Jose, CA 

Now Linux has a brand-new show of its 
Own. LinuxWorld Conference & Expo makes 
its debut March 1. 1999. It s going to be a 
blockbuster, because the Linux OS is the most 
talked-about technology in the IT industry. 
Attend LinuxWorld at the San Jose Convention 
Center and prepare to step into your own 
starring role in this rapidly emerging industry! 

Geared to developers, enthusiasts and 
professional end-users, the Conference 
program will feature issues and solutions 
focused on Linux technology. There will be 
fifteen pre-conference tutorials and over 40 
conference sessions. Attendees will include 
IS managers and decision-makers from 
Fortune 1000 companies. Linux developers. 
ISVs. VARs. OEMs and system administrators. 
The Expo will feature more than 100 emerging 
companies and organizations dedicated to 
Linux products and services. 

Reserve your seat now! For more 
information, complete and fax or mail 
the coupon or visit: 

www.linuxworldexpo.com 

On the Web site, you'll get the latest updates, 
including conference session descriptions, 
show highlights, the exhibitor list, and more. 

YES! Tell me more about 
LinuxWorld Conference & Expo '99 

in San Jose. I'm interested in 
J Attending J Exhibiting 

Naw 

Title 

Company/Organization 



Ctty'Sla!eftip_ 
Phone 



Mail to: 

LinuxWorld Conlerence & Expo 
P.O. Box 339 

West Bridgewater. MA 02379 
FAX: 508.620.6668 

or Call 800.657.1474 

Owned and Manned by 



#IDG 



NWW 



fund (USF) on the Internet. 

Reality sometimes hurts. For example, 
goods and services don't cost the same 
everywhere. Electric power is more 
expensive in Boston than it is in Seatde. 
Gasoline is more expensive in Hawaii 
than it is in Texas. For most people, dicse 
are facts of life. We evaluate the various 
feanires of living someplace and decide 
where to live hased on our priorities. 

Cambridge, Mass., may not be the 
best place to live if I wanted to raise 
emus, but it is quite convenient because 

I work at Harvard. 

This same type of disparity used to be 
present in telephone service because of 
the higher cost of wiring up customers 
in areas of low population density. 

But since the establishment of the 
USF, costs to the consumer have been 
artificially leveled by taxing telephone 
customers in low-cost areas and using 
the funds to subsidize customers in 
high-cost areas. 

Enter the Internet. The movement of 
telephone and telephonelike services to 
the 'Net means 
that regulators are 
starting to ask if 
'Net customers 
should also be 
charged the USF 
tax. Some people 
arc asking if 
Internet costs 
should also be Scott Bradnar 
artificially leveled 

using the USF l>ec ause the Net is becom- 
ing so important. 

There are real questions, and we will 
need answer's soon. Scholarly papers on 
these topics are beginning to appear — 
unfortunately many of them, such as 
Frieden's, demonstrate an impressive 
lack of understanding of the current 
Internet world and thus w*aste the brain- 
power of their authors. 

The misunderstandings range from 
not knowing that most ISPs have always 
been paying customers of other ISPs to 
not understanding how peering points 
such as MAE-East are nut, Based on these 
Hawed understandings, Frieden finds 
that the interconnection structure of the 
Internet is changing for the worse and 
implies that something should be done, 
such as mandating requirements for ISPs 
to interconnect. He then discusses some 
Federal Communications Commission 
rulings and finishes tile article by arguing 
that ISPs should be required to pay into 
die USF. without actually saying so. 

This is clearly a thoughtful article. 
Unfortunately it's not based on reality. 
When people such as Frieden are able to 
get a better understanding of the real 
world, these articles will become rele- 
vant, and that will be very useful. 

Disclaimer: Harvard thinks it deals 
with reality, as do I, and the above is a 
reflection of my understanding. 

Hradner is a consultant with Harvard 
I'niversity's University Information Systems. 
Hp ran lie reached at soh@harvard.edu. 
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NETWORK HELP DESK 



Hon Suiter, a Master Certi- 
fied Sm ell Engineer and Micro- 
soft Certified Systems Engineer 
in the Lexington, A)/., area, 
tracks dotrn tlie answers to your 
questinin Call (800) 62?-/ 108, 
Ext, 7476, or send your questions 
to heljxlesk&ni'ttcorkref.com. 

I recently started a new job as 
IS director for an engineering 
company. One of my duties is 
setting up policies and proce- 
dures for the IS department and 
the user community. 

I have worked in an execu- 
tive-level position in IS before 
but never at a company that has 
no policies in place. Do you have 
any pointers? 

Tim Thomson, IS director. 

Tomahawk II, San Diego 
For this process to be successful, 
upper management will have to 
stand behind the policies and 
procedures you establish. 

Use your past experience as a 
starting jwint to write the stan- 
dards. You also might want to 
check out the Information 
Systems I'oliries ami lYocedtires 
Manual by George Henry 
Jenkins, and its 1999 supplement. 
I found them at Amazon.com. 

Remember that this will be 
an evolving process because or 
changes in technology and busi- 
ness practices. 

Also keep in mind that 
the book of procedures and 
standards you'll be creating 
will only be helpful if the IS 
department and users follow 
it consistently. 

A television stalion in Ken- 
tucky learned this lesson the 
hard way several years ago. It 
encountered a system crash only 
to And out that its backup tapes 
weren't any good. 

The lesson cost the station a 
lot of money; it took several tem- 
porary employees nearly two 
months to key in the missing 
information while keeping up 
with the normal daily data entry 
requirements. 

The station's new policy 
involves three sets of backup 
tapes, which the company cre- 
ates on a daily basis and keeps 
in three locations. 



Technology Update 

Covering: Evolving Technologies and Standards 

Advanced switching boosts performance 



By Bert Williams 

A new breed of intelligent 
switching technologies that 
combines application session 
control with high-speed switch- 
ing technology could help 
speed TCP/IP traffic. 

These technologies open 
the door for a range of appli- 
cations, giving administrators 
much more control over IP 
traffic flows and flexibility in 
deploying network and server 
resources. One technology 
that is being deployed in some 
switch software is policy-based 
application redirection. 

Instead of merely looking at 
IP or media access control 
(MAC) address information, 
switches running application 
redirection use information 
from the transport layer — 
Layer 4 — and identify traffic by 
TCP port numbers and URLs. 

Distributing high-perfor- 
mance processors across 
switch ports lets switches effi- 
ciently implement application 
redirection while maintaining 
high levels of resilience and 
throughput. 

By examining information 
found deep in data packets, 
more intelligent forwarding 
decisions can be made about 
the type of traffic entering the 
switch and where il should be 
sent. Packet filters can be 
applied by TCP source and 
destination ports, IP source 
and destination addresses, or 
protocol types. Administrators 
then signal the switch to allow, 
deny or redirect incoming 
traffic to the appropriate 
egress port. Filtering rules are 
applied on a per-port basis, 
allowing extra control. 

For example, filters can be 
specified to enable or disable 
caching for specific users and 
destination sites. Requests for 
sites that require IP authenti- 
cation can be forwarded 
directly to the destination 
hosts, bypassing cache servers 
altogether. Traffic from any 
protocol, port number, IP 
address or IP address range 
can be redirected. 

Additionally with this tech- 
nology, switches can examine 
L'RL information to deter- 



mine where it is best to send 
traffic. This feature gives net 
administrators new levels of 
IP traffic control, letting them 
send traffic directly to servers 
designed to process specific 
traffic types. 

Identifying and redirecting 
application traffic within switch- 
es solves a growing problem in 
today's networks. These envi- 
ronments are being increasingly 
littered with discrete "network 
appliances," which could be 
servers designed to perform a 
specific packet-processing tunc- 



Single points of failure are 
also eliminated because in the 
event of a failure, traffic of any 
type can be redirected to other 
available appliances perform- 
ing that specific function. 

Another example of appli- 
cation redirection involves 
the Domain Name Service. 
Proper network operation 
requires that subscribers' 
computers be configured with 
the correct DNS server ad- 
dresses. A DNS server address 
that is misconfigured will 
result in loss of network con- 



solve these problems by allow- 
ing lor the automatic identifi- 
cation and redirection of DNS 
requests. A mobile user's DNS 
requests could be intercepted 
by the switch at each POP 
and transparently redirected 
to the closest DNS server. 
Application redirection also 
solves the problem of miscon- 
figured DNS addresses by 
redirecting all DNS requests 
to the DNS server of the 
administrator's choice, re- 
gardless of where the requests 
are addressed. If a user's com- 



HOW IT WORKS 



Policy-based 

application 

redirection 

Rather than looking 
at IP or MAO address 
information, switches 
using application 
redirection look to the 
transport layer — Layer 
4 — and identify traffic 
by TCP port numbers 
and URLs. By looking at 
Information found deep 
in data packets, more 
intelligent and efficient 
forwarding decisions can 
be made about the traffic 
entering the switch. 



tion, such as load balancing, 
bandwidth management, fire- 
walling or caching. 

Appliance products typically 
examine all packets and deter- 
mine which are important. 
Caches, for example, care only 
about HTTP traffic. Directing 
only relevant HTTP traffic to 
caches, as opposed to making 
them examine all traffic, opti- 
mizes the caches. 

With application redirec- 
tion technology, traffic des- 
tined for firewalls, caches, vir- 
tual private network servers or 
other appliances could he 
redirected and load balanced 
among multiple devices. 



1 



User makes 
resource request 
over an intranet 
or the Internet. 



< 
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A switch deploying application redirection 
intercepts specified traffiefhen by looking 
at Layer 4. TCP/IP port and source des- 
ignation information, the switch applies 
packet filtering and network address 
translation, and redirects traffic to a server 
or groups of servers. 



FTP server 




CGI server Spam filter Web cache 
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Nonspecified traffic, such as that destined for servers 
outside the switch's domain, is automatically switched 
to its destination using a Layer 2 MAC address. 



DNS server 



nectivity and will generate 
calls to the help desk. 

Problems also exist for 
mobile users who have then- 
local DNS server addresses 
properly configured but are 
accessing the network outside 
their local points of presence. 
While it's desirable for a 
mobile subscriber to use the 
DNS server local to the point 
of presence (POP) into which 
they've dialed, that's not 
where the requests will go. 
Instead, DNS requests will 
go to the subscribers' home 
POP DNS servers, slowing 
response time. 

Application redirection can 



puter has an erroneous DNS 
server address, it doesn't 
matter. 

Redirection technology can 
also be used to identify and 
redirect SMTP traffic to spe- 
cialized spam Filters. The 
switch can identify- SMTP traf- 
fic and redirect it to special- 
ized servers designed to filter 
SMTP traffic. This reduces 
net bandwidth requirements 
and provides an automated 
way to eliminate spam. 

Williams is llie director oj market- 
ing at switch vendor Alteon 
Networks. He can be reached at 
(408) 360-5500. 
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V ^ EDITORIAL 
Resolve not to be comfortable in 1999 



Has this happened to you? You frequent a certain restau- 
rant, car repair shop or hair stylist At first, you're 
treated like royalty — the waiters or mechanics are 
responsive, iriendlv, attentive. But over time, tilings 
change. That great service isn't so great anymore. You 
get the nagging feeling they're taking you for granted. You've got- 
ten too comfortable with the status quo. and you're paying for it. 

I (eel this way about American Airlines. I travel a great deal, and I 
have a lot of ^Advantage frequent fiver miles. I have a real incentive 
to remain loyal. But. over the past year or so. American's service has 
gotten lousy, and its pricing slinks. It's difficult to get upgrades. 
Where 1 once felt special (well, better maybe), I now feel as though 
American is testing how far it can push customers like me before we 
break our allegiance. It's too bad because my company won't pay 
the inflated rates and I'm building up my United miles. 

Now admit it, you feel this way about some of your kev network 
vendor s. They won you over, they handled you with kid gloves at 
first, but now you're yesterday's news. 

Don't put up with it! Resolve not to let vourself get comfort- 
able with any vendor — or to let them get comfortable with you. 
New technologies and new competitors give you the opportunity 



to shock entrenched suppliers into offering better service and 
pricing. Here's a sample: 

• If Cisco dominates vour IAN. sample switching technology 
from, say, Lucent, Nortel or Extreme. New layer 3 boxes from 
companies like those can offer outstanding price/" performance. 
Make sure to put the devices where vour Cisco rep can see them. 

• Call up Qwest, which is hot for your WAN business. Your MCI 
WorldCom or AT&T rep is going to get a lot more attentive if you 
mention that you had a nice lunch with that fella over at Qwest. 

• Even if you love NT — sorry, Windows 2000 — bring Linux 
in for a pilot and ask your Microsoft liaison or your dealer about 
integration tools. You might also want to tell vour NT supplier 
that you like the fact that Novell Director)' Services is a cross- 
platform solution, where the promised Active Directors isn't. 

The point is simple. You need to deliver the best service to 
vour customers — the end users — and to do that, you need to 
get the best possible Service you can from your suppliers. Don't 
get comfortable. Make them work hard for your business in 1999. 

Oh, and try a new place for lunch. 



John Gallant, editor in chief 



jgallantfl nww.com 



Totally Unplugged 



Ira B r o d s k y 



High-speed access race 
will leave ILECs in the dust 

Ooday's Internet is just a prototype of tomorrow's. The next 
killer app could be IP telephony, PC-based videoconferencing, 
remote access to Star Trek Voyager's holodeck or something 
else. Whatever it is, it's going to require ubiquitous high-speed access. 

The dial-tip modem has reached its evolutionary dead end. Modu- 
lation magicians have stretched their art to its limit. The 56K bit/sec 
modem is to multimedia what the 110 bit/sec modem was to hill- 
screen text: it's just not good enough. 

The incumbent local exchange carriers (ILEC) tell US 
not to worry. They claim asymmetric digital subscriber 
line (ADSL) technology' will breathe new life into their 
copper wires. A circuit that previously supported one tele- 
phone will soon accommodate one telephone plus a 1 M 
/sec data channel. Best of all, die International Tele- 
communication Union (ITU) has published an official 
plug-and-play ADSL standard, G.I.ite. Hmmm. Isn't the 
ITU the same outfit that bet on the Open Systems Interconnection 
protocol over TCP/IP? 

Waiting for ILKCs to deploy new technology is like waiting for 
Godot. I remember when I first heard ISDN would soon bury analog 
modems. That was 20 years ago. Now, some ILECs say ISDN is an 
excellent interim solution while we wait for ADSL. Great, I'll let my 
grandkids know — as soon as they're born. 

There are other reasons to be skeptical. For starters, ADSL may 
not work over 50% of the approximately 177 million local access 
lines in the U.S. Even if ADSL makes it to the homes of some 12 mil- 
lion telecommuters, it stands a good chance of being snuffed out by 
lousy premises wiring. And some ILECs may be dragging their feet 
on ADSL because they don't want to undermine T-l sales. 

Yep, the Telecommunications Act of 1996 sure led everyone astray. 
The only way to create competitive local markets, legislators wrote, is 
to force ILECs to unbundle their corroded copper networks. It never 
occurred to them that real competition requires competing infrastruc- 
tures. Pundits laughed at die thought of cable TV operators selling 
voice and data services. But guess what? Facing competition from 
direct broadcast satellite companies, cable TV operators are acmally 
upgrading to hybrid fiber-coax. They are also cooperating with third 




parties such as ©Home, and no act of Congress was required. 

There are a couple other things die cable TV industry has going 
for it. It already possesses a massive broadband network, with 450 
MHz of bandwidth (upgradable to 1,000 MHz) serving more than 73 
million subscribers. And unlike the ILECs, most cable TV operators 
can still remember their humble, entrepreneurial beginnings. 

Wireless operators are busting into local access markets with high- 
speed offerings, too. New service providers such as Teligent are hurt- 
ing ILECs where it counts: in the mid-size business market. Employing 
cost-effective, point-to-multipoint technology, diese operators can 
extend fiberlike services to tens of thousands of office buildings. What 
they need to be competitive is not access to ILECs' networks, but to 
office buildings' rooftops. 

The myth of local markets 
being locked in the II .ECs' iron 
grip is shattered by the more 
than 60 million cellular and 
personal communications ser- 
vices subscribers. If anyone has 
an unfair advantage, it's wire- 
less telephone operators. Awash 
with capacity, many now offer 
cnd-lo-end digital services over 
invisible local loops. Plus, the 
wireless telephone industry is 
committed to developing third- 
generation solutions supporting 
speeds up to 2M bit/sec. 

Look for cable and wireless 
operators to make bandwidth- 
on-demand, always-on connec- 
dvity and mobility the rule 
rather than the exception. And 
look for ILECs to talk about 
die virtues of "working with 
somebody you know" — as 
their customers steadily defect 
to the competiuon. 



QUEUE 



Biodsky is president of Data* 
comm Research, a Chesterfield, 
Mo.-based consultatuy. lie can be 
reached at ibrndsky@ix.netcnm.com. 
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Sonic boom 

We at Sonic Systems are 
pleased thai you chose to spot- 
light our product in vour 
review. "Tim firewalls till a 
niche" (Nov. 30, 1998, page 
49). However, we have some 
concerns about the testing 
methodology. 

Our SonicWALL Plus is 
intended for small network 
applications such its single-site 
piofesMoiu! offl( i \. branch 
offices or schools. In our cus- 
tomer base of more than 4,000 
companies, SonicWALL Plus is 
imed between a 10M bit/sec 
WAN router and a 10M or 
LOOM bit/sec LAN. In the 
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Old guard must adapt to new-age messaging 



Ohc three kings of enterprise messaging — Lotus, Microsoft and Novell — are 
looking more and more like clueless bystanders in this new age of carrier- 
grade messaging services. 
ISPs have become the primary e-mail providers for consumers and small businesses, 
as well as for a growing number of larger enterprises that are not averse to outsourc- 
ing their e-mail infrastructures to save a buck. The day will soon arrive when more e- 
mail boxes are hosted by ISPs than in-house enterprise messaging systems. 

Who's supplying the world's ISPs with standards-based messaging infrastructures? 
It's not the Big Three. Few ISPs are seriously considering using the proprietary- 
based messaging/groupware products of Lotus, Microsoft or Novell to support their 
customer bases. The primary products underlying today's ISP-based messaging sys- 
tems include Netscape's Messaging Server Hosted Edition, Sun's Internet Mail 
Server and Soflwarc.com 's InterMail. What these carrier-grade 
messaging products have that the enterprise-oriented wares lack 
are Internet standards-based architectures and scalability to sup- 
port ever-growing numbers of users per mail server. 

These are serious vulnerabilities for Lotus, Microsoft and 
Novell. Scalability is die ticket to continued success in the enter- 
prise messaging market, as well as in the burgeoning ISP market. 
Now that multivendor interoperability is taken more or less for 
granted, the foetus of competition in the messaging market has 
shifted to scalability. How much message traffic, how many users, and how many 
gigabytes of messages and attachments can be supported on a single enterprise mail 
server? Consolidation of the messaging infrastructure is an important issue in con- 
trolling total cost of ownership. 

Indcr these circumstances, outsourcing enterprise messaging to ISPs grows even 
more attractive. Wouldn't it be more cost-effective to outsource die messaging infra- 
structure to third-party service providers that can exploit scale economies of deploy- 
ment and administration outside the capabilities of many enterprises? 

To date, attempts by old-line enterprise messaging vendors to scale up for die new 
marketplace have been a tad pathetic. Ix>tus and Microsoft claim that the latest ver- 
sions of their respective products can support 50,000 to 60.000 Post Office Protocol 3 
(POPS) users per server. That's much better than their historical ceiling of 1 ,000 
users per server, using die vendors' respective proprietary client software, but still a 
far cry from the hundreds of thousands of POPS users per server that Netscape and 
others claim to support. 

On the scalability front, what's holding Lotus, Microsoft and Novell back is their 
traditional focus on die enterprise groupware market. Groupware traditionally hits 



been viewed as a bundle of related collaboration services geared to small to mid-size 
workgroups and accessed from integrated client applications, such as Louts Notes 
and Microsoft Outlook. Groupware vendors have supported client/server access to 
messaging, calendaring, document management and other services through propri- 
etary Remote Procedure Calls (RPC). Proprietary RPCs allow vendors to tweak net- 
work access, security and replication parameters common to all bundled services. 

Until die advent of carrier-grade messaging rivals, groupware vendors had little 
incentive to scale up their proprietary RPCs to support more than 1.000 users per 
server. After all. die Big Three make a sizable chunk of money licensing dieir soft- 
ware on a per-server basis and have little to gain by allowing users to load more and 
more mailboxes on fewer physical servers. The companies also fear diat by diluting 
or abandoning their proprietary RPCs, they will be unable to define any unique value 
added for their proprietary groupware client applications. 

Meanwhile, carrier-grade messaging vendors eschew propri- 
etary RPCs, optimizing their products to operate over com- 
modity standards such as HTTP, Simple Mail Transfer Protocol 
and POPS. What die products generally lack in groupware 
functionality (and this is not an inherent deficit, as Netscape's 
SuiteSpol proves), they make up in scalability and the ability to 
work with almost any third-party browser or mail client. And 
what they lack in proprietary groupware client software (again, 
Netscape is an exception) is no skin off their competitive noses. Customers increas- 
ingly are comf ortable with the idea of accessing all network services from their Web 
browsers or from two or more stand-alone, standards-based clients adapted to messag- 
ing, calendaring, newsgroups and other collaborative services. 

Lotus, Microsoft and Novell still rule the roost in die enterprise messaging/ 
groupware market. However, they will continue to lose collective market share to 
dieir standards-based rivals until they can address the scalability issue convincingly. 
Most likely, they will follow Netscape's lead and reposition dieir products into two 
parallel products for the enterprise and ISP markets. 

Proprietary-based architectures will continue to live in the enterprise messaging 
market, but in an ever-narrowing niche. Users want a single enterprise messaging 
infrastructure that can he deployed internally and externally with trading partners. 
That infrastructure will have to be built on open standards. 

Kobielus is an Alexandria, Va.-l)ased analyst unth The Burton Croup, an IT advisory ser- 
vice that proi'ides in-depth technology analysis for network planners. He can be reached at 
(703) 924-6224 or jkohielus@tbg.com. 




review, however. SonicWALL 
Plus was used between two 
100M bit sec segments, a sce- 
nario for which the product is 
not designed. (Wanted, this 
lunc honalm is available in 
other products in the market, 

but at .i significantly higher 
cost. (Sonic Svsleius will be 
addressing this functionality 
issue with a new product to be 
released in Febniary.) 

A possible explanation for 
the performance problems the 
reviewer laced is his use of a 
lOBase-T hub to adapt the 10M 
bit/sec Ethernet port on Sonic- 
WAl .l Pins to work with the 
100Base-T LAN. If the 100Base- 
I LAN had more than 10M 
bit/sec of traffic on it. a 10M 
bit/sec hub would gel swamped. 

Additionally Global Tech- 
nology Associates' GNAT prod- 
iu i. which was also featured in 
the review, was tested with 

100M bit sec adapters in the 

host PC. which is not a uniform 
comparison with the way 
SonicWALL Plus was tested. 
The use of adapters and a PC 



also adds significant cost to 
GNAT'S $1,000 base price. 

If the reviewer had used 
SonicWALL Plus for its intend- 
ed application and had a consis- 
tent testing methodology, we 
think the outcome would have 
been significantly more positive. 
Snvkanth Ravi 
President and CEO 
Sonic Systems 
Santa (Jam, C-alif. 

Editor's note: After traders and 
Sonic Systems raised questions 
alnntt the line leitel ofSanieW'AU. 
Plus' fn'rformance, we :<<"l; a took 
at a different SonicWALL Plus 
unit. This time. SmticWM.l. Plus 
exhibited none of the throughput 
drains we exfieiiewed with our first 
unit, despite a similar setup and 
connection through daisy-chained 
hubs. Our evaluation suggests 
SonitMAIJ. Plus is a good candi- 



date jor small and mid-size net- 
woih.s tttoking fur ftmeatl function- 
alit\ and bulletpmof security in a 
relatively easy-to-use package. 

Get real 

Your article, "Are you paving 
too much?" (Nov. 30, page 33) 
Creates some unrealistic expec- 
tations for readers regarding 
benchmark rates for basic tele- 
com services; 

The article gives readers the 
impression that they are failing 
if tliev are not paving I cents 
per minute f or dedicated traf- 
fic. If in Telesystems Pr esident 
David Bower, w ho is quoted in 
the article, is getting those ded- 
icated nites for his clients, I 
applaud him. However, these 
rates are not appearing in the 
contracts the Rig Three carriers 
are filing with the Federal 
( .:;mmuin< -itions ( -nnmission. 



While pricing in renegotiated standard. For a corporation 



contracts has fallen, tariffed 
pricing has continued to in- 
crease. The only way most cor- 
porations can achieve lower 
rates is by renegotiating their 
contracts. For the Big Three, a 
three-vcar term contract is the 

Teletoons 



under such a contract, it Is virtu- 
ally impossible to get a rate any- 
where near 4 cents per minute. 
Tim Hanson 
hesident 

Telefdus Consulting 
Mntneaftolis 



Get mote 

online 



Letters about thin clients and 
other topics. 
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Introducing the SmartSwitch Router 2000 

Precise control of applications from the desktop to the WAN 

Designed for the power workgroup and the branch office, the SSR 2000 is the only switch router to 
offer wire-speed switching and routing, gigabit uplinks and full-function WAN interfaces. By 
switching Layer 4 application flows, the SSR 2000 lets you prioritize traffic down to the application 
level — extending Quality of Service from the desktop to the WAN. 

For information on new specially priced SSR 2000 packages, or for a FREE white paper on the 
benefits of Layer 3/4 switching, call toll free 1-877-818-0925. Or visit us on the web at 
www.cabletron.com/smartswitch-router. 



The Smart Setworking Choice. Guaranteed. ' 



caBLerRon 

SYSTems 




Striking back 

Corporate vigilantes go on the offensive to hunt down hackers. 



Continued from page I 

One end of the opinion spectrum says law 
enforcement agencies are generally not up to 
the task, so corporations have a fiduciary 
responsibility to protect their interests. The 
only question for these companies is how far 
they are willing to go. Will they break laws, and 
if so, which ones? 

The opposite view is corporate vigilantism is 
wrong: Taking the law into one's own hands only 
makes things worse. 

The Hist Vigilante Corp. 

Lou Cipher (a pseudonym of his choice) is a 
senior security manager at one of the country's 
largest financial institutions. "There's not a 
chance in hell of us going to law enforcement 
with a hacker incident," he says. "They can't be 
trusted to do anything about it, so it's up to us to 
protect ourselves." 

Cipher's firm has taken self-protection to the 




"Offensive Information warfare Is not a good thing . . . period. You want to 
block, not punish," says Joseph Broghamer, Information assurance lead for the 
U.S. Navy's Office of the Chief Information Officer. 



extreme. "We have the right to self-help — and 
yes, it's vigilantism," he says. "We are drawing a 
line in the sand, and if any of diese dweebs cross 
it, we are going to protect ourselves." 

Cipher says his group has management ap- 
proval to do "whatever it takes" to protect his 
firm's corporate network and its assets. 

"We have actually gotten on a plane and visit- 
ed the physical location where the attacks began. 
We've broken in, stolen the computers and left a 
note: 'See how it feels?' " On one occasion, he 
says: "We had to resort to baseball bats. That's 
what these punks will under- 
stand. Then word gets around, 
and we're left alone. That's all 
we want, to be left alone." 

A senior vice president of 
security at a major global finan- 
cial firm speaks of the matter in 
military terms. He equates a 
hacker intrusion to a "first 

strike," and says 
defense Ls an 
appropriate 
response. "If you 
use measures to 
restore your ser- 
vices, that's 

defense, not offense," he says. 
When asked how far his company 
goes, he concedes onlv, "I am will- 
ing to defend myself." 

In interviews with dozens of 
companies, a surprising number 
arc seriously considering imple- 
menting "strike-back" capabilities. 
However, when asked, most com- 
panies would not admit they have 
already taken such steps. 

Bruce Lobree, an internal secu- 
rity consultant at a major financial 
institution, is cautious about admit- 
ting his firm uses vigilante activities 
and strike-back techniques. He says 
with a smile, "1 can't answer yes or 
no. Thai's proprietary. Besides, 
legally we can't. But I can tell you 
that everything that occurs at our 
network perimeter and inside our 
networks is recorded." 

A recent study, "Corporate 
America's Competitive Edge," con- 
ducted by Warroom Research, a 
competitive intelligence firm in 
Annapolis, Md., shows that 32% of 
lite 320 surveyed Fortune 500 com- 
panies have installed counteroffen- 
sive software. Warroom President 
Mark Cembecki notes that not 




The story behind the Pentagon's 
response to the Electronic Disturbance 
Theater's attack. 



A link to the author's security portal, lnfowar.com. 
•J More Information on Secure Computing's 



"We had to resort to baseball 
bats. That's what these 
punks will understand. 
Then word gets around and 
we're left alone. That's all 
we want. To be left alone. " 

A senior security manager at a large 
financial Institution. 

good thing . 



Sidewinder security server and security products 
from Internet Security Systems. 



to enforce their firewall policies. Cyber-response 
is OK, he says, but Cipher's physical retaliation is 
"a clear and overt violation of civil rights." 

Such extreme counterolfensive methods raise 
the hackle of even die staunchest corporate 
information warrior. Lloyd Reese, program man- 
ager of information assurance for Troy Systems, 
a technical support company in Fairfax, Va., has 
a criminal justice background and says physical 
response is illegal and "doomed to failure." Such 
responses will only invite fur- 
ther attacks — perhaps even 
more intense, he says. "Com- 
panies need to follow the ap- 
propriate legal process. We 
already have chaos on the 
Internet, why should we 
make it worse?" 

Joseph Broghamer, infor- 
mation assurance lead for 
the U.S. Navy's Office of the 
Chief Information Officer, 
goes further, saying even the 
Pentagon shouldn't have 
done what it did. "Offensive 
information warfare is not a 
period. You want to block, not 
punish," he says. "There is no technical reason 
to react offensively to a hacker attack." His 
opinion is shared by precious few. 

As part of its information security practice, 
Ernst & Young has been asked about strike-back 
capabilities and how hostile perimeters might be 
used for defense. Dan Woolley, national leader 
ol market development for the firm, says he 
knows of "companies in finance, insurance and 
manufacturing that are developing and deploy- 
ing die capability to aggressively defend dieir 
networks." He is quick to point out, however, 
"We don't do it for ourselves even though we are 
attacked regularly." 

The questions security software vendors and 
consultancies like Ernst & Young are now grap- 
pling widi are wrenching: Should they develop 
offensive software, oiler it to their clients, deploy 
it and support it? And if so, how open should 
they be about it? 



every company will send out thugs 



How they do it 

It's easy to understand why companies are 
interested in the idea of corporate vigilantism. 
Even the best layers of defense — firewalls, pass- 
words and access control lists — can't work 
alone for many reasons. Among them: 

■ Network topology, users and software are 
constantly changing. There is no way to keep up. 

■ New vulnerabilities are found — and 
exploited — daily. 
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■ A small number of individuals with little tech- 
nical skill can launch massive online attacks. 

Once an attack is detected, corporate vigilantes 
have various methods of evening the score. 

The Navy's Broghamer argues thai sometimes 
the best response to an attack is to shul down the 
network connection altogether, although he ac- 
knowledges the Navy is not as sensitive to uptime 
and customer perception as the private sector. 

Another approach is to send a strongly worded 
message to the source IP address or to an ISP in 
the path. Traceroute is a tool that can identify' 
source IP addresses. But you have to get the assis- 
tance of ISPs down the line to trace additional 
hops on the Internet, because each hop has to be 
covered in order to find the real source. That's all 
legal, but you may need to pressure the ISP into 
working with yon quickly to identify the next hop 
in the chain. Once you collect this data, it can be 
handed over to law enforcement officials — who 
may or may not react. 

In 1994, Secure Computing, a security vendor 
in Roseville, Minn., introduced Sidewinder, a 
novel firewall with strike-back capabilities. If it 
senses an attack, it launches a daemon that will 
trigger the offensive techniques of your choice. 
Other companies indicate they will soon be offer- 
ing a range of strike-back products. 



A company crosses die 
line when it responds by 
unleashing a dcnial-of-ser- 
vice attack against an 
intruder, as die Pentagon 
did. This can be clone via 
massive e-mail spamining, 
the Ping of Death and hos- 
tile Java applets. 

No matter what offensive 
mechanism you choose, 
die trick is to identify the 
culprit before returning 
fire. Should you fail to rec- 
ognize that the attacker 
spoofed die identity of 
another company, you mav 
find yourself attacking J.C 
Penney, NBC or General 
Motors. Innocent compa- 
nies would not take kindly 

to that sort of activity — no matter the reason — 
and ISPs don't appreciate being the vehicle for 
Internet-based attacks. 

Indeed, one of die big dangers with corporate 
vigilantism is how easy it is to overreact to an 
apparent attack. In spring 1997, one of the Big 
Six accounting firms used scanning tools from 




"[An ISP net administrator' 
Sprint at that time was in 
Systems. 



s] manual reaction took down 75% of the Internet. Anyone using 
world of hurt," says Tom Noonan, president of Internet Security 



Guidelines for would-be corporate vigilantes 



Ohere are many ways to delect break- 
ins and a variety of options on how 
to proceed once you do. Here's a 
collection of insights from dozens 
of users, analysts and vendors on the 
techniques that work best 

■ Use quality detection systems. You want to 
detect miscreant insider behavior as well as exter- 
nal hacking. Most-based auditing, network behav- 
ior statistics and traffic analysis are all 
good sonic i's ol security-related data 
that can alert you to abnormalities thai 
may indicate a security incident. Keep 
in mind that intrusion detection sys- 
tems ( IDS) are all a lit I It- different. 
Some excel in NT, others in Unix or 
Novell, and some pick up anomalies 
and events dial others don't. It's a 
good idea to use more than one IDS. 

■ Determine your first course of action once 
you delect an incident. Many people suggest iso- 
lating the source into a specific, noncritical part 
of your network. Others say cutting off the source 
of the attack is all they want lo do. Your reaction 
should reflect your corporate security policy. 

■ Let your legal department know what's going 
on. If you ever have to gel law enforcement 

authorities involved, you warn to ensure you've 
taken the right steps, [f your in-housc counsel 
doesn't know how to proceed, strongly SUggesI he 
gel advice from an experienced cvlxT.iuorncv. 

■ Collect all svstems logs from firewalls, routers 
and servers so you can idendfv what tools the 
attacker used and which of your vulnerabilities 
were exploited ifyou cut off the attack. Act upon 
tills knowledge and reconfigure accordingly. 

■ Make sure all your auditing tools are active if 
you don't cut oil the attack. You may want to 
increase the tools' sensitiviiv lo capture more data 
points. Monitor the intruder's actions closely, SO 




you can cut off the attack at any time you choose. 

■ Consider the use of forensic tools, especially 
ifyou have an insider hacking ai your systems. 
Forensic tools will allow you to perform a sector 
backup of die suspect's hard disk with crypto- 
graphic seals lo prevent tampering and assist in 
maintaining a quality chain of evidence. In addi- 
tion, you mav need to search the suspect's hard 
disk and floppies (including Zip drives and the 

like) for erased tiles and other hidden 
attributes. Don't forget lo involve 
intM human resources personnel: they can 
keep you out of a heap of trouble. 

■ Attempt to trace die source of the 
attack. This is not easy, and often 
involves a lot of people with dilterent 
organizations. Know whom lo call at 
your ISP in the event of a bl each. Be 
jcott s»«:ia»> aD | e to rt . ac fo y <mr contact 24-7 in case 
of an after-hours attack. ISPs coordinate widi 
each other in manv cases, and if von plan for the 
eventuality, you will be ahead of the game and 
able to react much faster. 

■ Have a game plan, especially ifyou call in 
law enforcement! which is more restricted in its 
ability and legal right to gather evidence dian 
your company. Get legal advice regarding proper 
investigative techniques and evidence gathering so 
dlcy will hold up in court. Recognize that inves- 
tigative procedures and techniques can be disrupt- 
ing, causing downtime and a drain in manpower. 

■ Strike back if von choose, but only with ade- 
quate legal counsel. There is a range of actions 
you can take — some more offensive than Others 
(see sidebar, page 35). 

■ Prepare- for the acts ol man as much as for 
acts of God. Your disaster recovery people can 
handle floods, earthquakes and tornadoes. But 
c an they handle a hacker? 

— Winn Sckwartau 



Internet Security Systems (ISS) to assess the secu- 
rity of a major ISP that controlled a huge amount 
of Internet traffic. When a network administrator 
on duty at the ISP noticed a thousand simultane- 
ous connections to his firewall, he reacted quickly 
and shut down several routers. "His manual reac- 
tion took down 75% of the Internet," says Tom 
Noonan, president of ISS. "Anyone using Sprint at 
that time was in a world of hurt." 

Even those with a strong Inclination for vigilan- 
usm note diat cotinteroffensive responses are 
fraught with danger. "Talk to your lawyers," Troy 
Systems' Reese advises. "Keep in mind that your 
strike back has to go through a long path, and 
you might do damage at any place along the way." 
Retribution can cause a hair-trigger response diat 
could cause damage to systems in the path from 
you to the attacker. 

"You really have to understand what you're 
doing," says Ray Kaplan, a senior information 
security consultant with Secure Computing. 'Your 
first response might invile further attack, exacdy 
the opposite of what you intended. You have to 
consider your firm's public relations posture and 
how the Internet community as a whole will react 
to your actions." 

Don't ask, don't tell 

As for how law enforcement will view vigilan- 
lism, die answer from many companies is a 
resounding, "Who cares?" 

Vigilantism is emerging as a response to the 
intense frustration people feel with law enforce- 
ment authorities they view as simply not up lo 
snuff. Complaints from top firms in the U.S. 
range from downright ineffectiveness ("clueless" is 
an oft-repeated word) to a lack of staff, lack of 
funding, courts dial arc too crowded with cases 
and the snail-like speed at which ty pical law 
enforcement investigations run. 

"One reason you see vigilantism is because law 
enforcement doesn't get the job done," says Fred 
Cohen, president of Fred Cohen and Associates 
and principal scientist at Sandia National Lab- 
oratories. "I.aw enforcement might investigate if 
you have a lot of political clout and you do all of 
the leg work." 

Companies are also fearful of what might hap- 
pen if they do bring in law enforcement. "It's a 
hell of a situation when victim companies are 
more fearful of the FBI than they arc of the 
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attackers," says Michael Vlahos, senior fellow at 
the U.S. Internet Council. He echoes the worry 
that sensitive corporate information will not be 
protected if handed over to law enforcement. 

"Law enforcement is helpless," ISS's Noonan 
maintains. "It's not like Israeli fighters who train 
every day for every contingency. Conventional law 
enforcement just can't match the skills needed. 
Besides, you can't trust law enforcement to keep 
your secrets from becoming public knowledge." 

Predictably, law enforcement does not favor the 
vigilante view — at least publicly. "If someone 
were to attack us, we are not encouraged to swat 
back," says Lt. Chris Malinowski of the New York 
Police Department, who specializes in cybercrime. 
"If companies take any of these proactive defen- 
sive steps, Uiey are taking a big chance, subject to 
criminal prosecution." 

Dave Green, deputy chief of die Computer 
Crimes and Intellectual Property Section for the 
U.S. Department of Justice, says he relates to the 
frustration over law enforcement's inability to 
respond, but adds that his department can only 
recommend protective measures. Yet he stops 
short of advising against corporate vigilantism 
outright. When asked if companies should hack 
back at attackers. Green responds, "no com- 
ment," as he does to questions as to what could 
legally be considered an attack. "But I can say that 
law enforcement is gearing up and is much better 
equipped to deal with cybercrime," he adds. 



Asked if companies should hack 

back at attackers, the Justice 
Department's Green responds,"no 
comment. " 

When they are not speaking for attribution, law- 
enforcement authorities of all stripes go further 
than Green. Local police, state police, the FBI, 
Secret Service. Interpol and Scotland Yard mem- 
bers all say the same thing — unofficially: "We 
can 't handle the problem. It's too big. If you take 
care of things yourself, we will look in the other 
direction. Just be careful." 

Security consultant Lobree seems to under- 
stand the police mentality and applies the red 
light theory to cybervigilantism. "Suppose it's 
die dead of night on a country road, and you 
come upon a stop light. You can see for miles in 
all directions. Are you going to run the light 
even knowing there is virtually no chance of 
being caught?" Some, perhaps most, won't, 
because they have an innate fear of being 
caught. Others will forge ahead. "A lot of com- 
panies recognize that the chance of getting 
caught in a vigilante cyberstrike is pretty darn 
low," he says. 

It's your call 

A number of sources suggest vigilantism 
might be a business opportunity for a firm that 
wants to specialize in counteroffensive network 
security. "In the 1860s, law enforcement was con- 
ducted by Pinkerton, a private company," Vlahos 
says. Many suggest that privatization should be 
the case in the cyberworld as well. The kind of 
offensive network security products needed to 



Tools of the trade: Killer apps at the hostile perimeter 



Oilier app" used to mean an applica- 
tion everyone agreed was a must- 
have. Now the term can also mean 
a program used to counter attacks 
on your network and establish hostile 
perimeters. For companies that choose to 
employ such tactics, there is a range of options. 

Passive data collecting. Learn everything you 
can about the source of the attack. 
Study the local audit logs from 
servers, and use programs such as 
traceroute to identify the intruder. 

Nasty notes. Sometimes all it takes 
to make the bad guys go away is an 
e-mail message or Java script sent to 
the source IP address with a warning 
such as: "You have been found tres- 
passing on mv company's computers 
and networks. This is a felonious criminal 
offense. We now know who you are. If we find 
you here again, we will hand over all our systems 
logs to law enforcement, and prosecute you to 
the fullest extent of die law." 

Alert the ISPs along a hacker's trail. You can 
send ISPs connected to die trail a message like 
the following: "We have found that your company 
is in the path of offensive hacking against my 
company. Here is the information we have collect- 
ed so far." ISPs are loathe to have their networks 
part of any criminal activity and will likely do w hat 
they can to help. 

Browser interrupters. Because so many attacks 
are now browser-based, returning hostile Java 
applets and other code to the source attack 
browser ran he debilitating to the attacker. 
The code behind FloodNet was released on (an. 
1 as public freeware. The program asks a target 
machine's search engine to repeatedly conduct 
searches, a request that eats up bandwidth 
and CPU cycles. It's a slick way to strike back 
at an attacker if you know his IP address. It's 
also illegal. 

Denial of service. Just as an attacker can do 
this to you. you can return the favor. Denial-of- 
Service attacks can overload WAN links, CPUs or 
otherwise disable a network. However, be aware 
of possible repercussions to any systems between 
you and the hacker. Taking down an ISP. no mat- 
ter how accidental or well-intentioned, is not a 
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smart move. 

Bandwidth and e-mail flooding. If you know die 
IP address of your attacker, you can respond with 
an e-mail Hood to his server to mitigate die effects 
of die attack. The legality of diis is questionable, 
so it's a good idea to get legal advice first. 

Back Orifice. Back Orifice programs, such as 
D.I.R.T. and Netbus, are Trojan horse programs 
sent to a hacker's machine. Depending 
on die exact features of the program, 
the target machine broadcasts all key- 
suokes, screen shots and system activi- 
ties back to a "home base" IP address 
— one you can monitor. Such attacks 
are not alwavs successful, but if you're 
lucky, you get to monitor your attack- 
er's even" move as he makes it. 

Deception. This amounts to lying to 
your adversarv at your hostile perimeter. Entice 
attackers into a honey pot in which you buy time 
to garner additional information on his actions. 
Make your servers and perimeter services look as 
if diey r 're full of more holes and vulnerabilities 
than they really are by running daemons whose 
sole purpose is to occupy the time and energy of 
the attacker. Tie up the resources and time of the 
attacker while you engage in data collection, trac- 
ing and other identification techniques. 

Ping of Death. Ping of Death attack codes 
can shut down servers, routers and other net- 
work devices. They can be highly effective but 
are also illegal. If you know the IP address, 
using Ping of Death is an option, but you have 
to be careful not to lake down innocent elec- 
tronic bystanders. 

Over the top. We found two cases in which 
intruder's legs met a baseball bat swung at high 
speed. The companies in question suddenly expe- 
rienced an extraordinary drop in external hack- 
ing. We hope you don't need to be reminded how 
illegal this is. 

No matter what your corporate policy' dictates, 
one point cannot be stressed enough: Gel legal 
counsel involved in your plans. You could, quite 
innocently and in defense of your own company 
and its networks, become a criminal yourself. 
That is not a good career move. 
Be careful out there. 

— Winn Schwortou 



make it happen are starting to 
find their way into corporate tool 
kits and onto the Internet. 

But the legal challenges that 
coexist with hostile perimeters 
and counteroffensive measures 
are daunting. The astute company 
will examine every aspect of its 
posture before marching down 
the slippery slope of vigilantism. 
Sometimes the best defense is not 
to overreact. In die worst case, do 
nothing until a proper response 
can lie developed. 

Vlahos says courts may be the place to create 
new laws more attuned to the technology. "This is 
a whole new arena, and I don't know how we can 
explore it widiout trying new approaches, even if 
they arc technically illegal." 



"One reason you see 
vigilantism is because 
law enforcement doesn't 
get the job done. " 

Fred Cohen, 

president of Fred Cohen and 
Associates and principal scientist at 
Sandia National Laboratories. 



Cipher, the baseball-bat-bear- 
ing vigilante, is all for new 
approaches. "Personal persua- 
sion is always more effective than 
electronic persuasion," he says. 
"Personal persuasion \irtually 
guarantees that a hacker will see 
the error of his ways, scamper to 
please and trim over a new leaf." 

No matter what path you 
choose, make sure it is well 
thought out and that you have 
your legal ducks in a row. You 
just might need them. 



Schioarlau is chief ' operating officer of The Security 
Experts, a global security consulting firm, anil presi- 
dent of infowar.ro m. lie can he contacted at winn@ 
infoxoar.com. 
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1999 SEMINAR TOUR 

Chicago, IL February 8-9 

Boston, MA March 9-10 

New York, NY April 27-28 

Philadelphia, PA May 18-19 

San Francisco, CA ... June 15-16 
Dallas, TX June 29-30 

Presented by Mark A. Miller, P.E., DigiNet Corporation 

2-Day Seminar Registration Fee — $995 

Bring your colleagues and take advantage of our Team Discounts: 
2 registrants $920 each • 3 registrants $845 each 
4 or more registrants $795 each 

Register today and take the next 
step in maximizing your potential 

(800)643-4668 

www.nwfusion.com/seminars 



Under st anding 
TCP/IP: 

Implementing the 
Protocols of the Internet 

PROG-RAM OVERVIEW 

TCP/IP has become the standard you must be well versed in if you 
work in an Internet- or intranet-centric environment. An in-depth and clear 
comprehension of TCP/IP is essential for network administrators, 
analysts and PC support staff who need to understand the practical 
applications of this ubiquitous protocol — not just the theory behind it. 

Understanding TCP/IP: Implementing the Protocols of the Internet 

an information-packed, 2-day program, is an invaluable educational tool 
that will help you understand the Internet protocols (TCP and IP) as well 
as important Application protocols. The use of over 1 5 case studies, 
captured from live internetworks, will demonstrate analytical techniques 
to help you solve typical problems. 

TECHNICAL HOT POINTS 

This seminar will give you the opportunity to: 

• Learn how TCP/IP is supported in various host and LAN operating systems 

• Study the functions of the supporting protocols, such as ARR RARP, 
DNS, BOOTP, RIP and OSPF 

• Understand how IP-based routing works 

• Learn how you can integrate the application protocols, such as TFTR 
FTP, TELNET, SMTP and HTTP into a TCP/IP environment 

• Understand the operation of SNMR the Internet standard for 
network management 

LEARN FROM THE LEADER 

Network World Technical Seminars is known throughout the networking 
community for providing IT professionals with expert, unbiased education 
on the latest technologies and trends shaping today's mission-critical 
networks. Our reputation combined with a 1 00% 
satisfaction guarantee makes us the educator of NEJtWOrkWOllcl 
choice for networking professionals. C3 leader" 
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The lop 1 0 of 1 998 

Among the best jrroducts toe looked at, NetWare 5 stands out. 



By Lee Schlesinger, Ann Sullivan and the 
Network World Test Alliance 

■^fc 1998, John Glenn returned to space, |erry Seinfeld 
resumed his private life and Network World reviewed 
more than 140 products, 10 of which we deemed to be 
I World Class. 

The 10 products that won our World Class Award, which goes to 
any product that scores 9 or better on our Score Card, cover a range 
of technologies. Many are network management products — not 
surprising because in response to reader demand we focus a lot of 
our review efforts in that area. Also among the World Class are 
three servers, a network modeling tool, two security products and a 
network operating system. Some are new, and some are new releases 
of existing products. 

After looking over this year's winners, we picked the most 
ambitious product with the broadest scope as our Product of the 
Year — NetWare 5. 




PRODUCT OF THE YEAR 



NetWare 5: reviewed Sept. 7 
Novell 

(SOI) 861-7000, (80(1) 638-9273 
ttnvw.novell.com 

NetWare 5 includes more fundamental changes to the 
operating system than any previous upgrade. Among the 
improvements are better administrator tools and easier 
client connections and logon. A new file system mounts 
huge volumes almost instantly; and the system's complete 
transition to pure IP network transport works seamlessly. 
One caveat: The just-barely-hatched ConsoleOne manage- 
ment interface is slow and limited in function. 

"Users won't see die new network protocol, memory man- 
agement improvements, upgraded file system and graphical administration interface, but man- 
agers will rejoice at Novell's continued improvement of a rock-solid network operating system." 

— James Oaskin, Network World Test Alliance 



Modeling, monitoring and 
administration 

NetMakcr XA: reviewed Feb. 23 
Make Systems 
(650) 941-9800 
www. makesystems. com 

Make Systems' NetMaker XA is a network 
modeling and simulation package that lets you 
measure the effect of network changes before 
you make them. Intended for large networks, 
the product delivers top-notch performance 
and a huge set ol add-ons, including vendor- 
specific device libraries. There's also a helpful 
disaster recovery planning option. 

"The simulation engine in Make Systems' 
NetMaker XA is one of the most powerful 
you 'll find, and is just one of the things that 
makes the product a thoroughbred. Everything 
we tried worked the way it is supposed to." 

— Tom Stearns 

Config Central 2.0: reviewed Jan. 19 
NetPro Computing 
(800) 998-5090 
www. netpro.com 

Config Central makes 
it quick and easy to out- 
fit your NetWare servers 
with the latest NetWare 
Loadable Modules. It 
also simplifies the man- 
agement of the many 
versions of software dri- 
vers on your servers. 
Among Config Central's 
strong points are a flexi- 
ble scheduling function, 
rollback capability' and 
easy installation. And with 
Config Central, you can automatically undo 
changes across multiple servers. 

Unfortunately, in this version, von can't des- 
ignate groups of servers to be updated togeth- 
er. Also missing is a macro or scripting feature 
that would let you execute frequently per- 
formed tasks with a single mouse click. I. au- 
las! year, NetPro released Config Central 3.0, 
which we hope to review in a future issue. 

"By allowing you to lake a proactive approach 
to server management, Config Central keeps 
your network healthier with less unplanned 
downtime." 

— Dennis Williams, Network World Test Alliance 

Network World • January 11, 1999 • www.nwfusion.com • 37 




wash: 5 _i i terMA&iH xa j cot utc cirmiAL *.u _i vtiauui'j k *.u j k. rrjuiwasu admii ustj^tok j full coi itkol 1.5 j SMa rr 2.0 j dkll pow- 



VitalSuite 2.0: reviewed Nov. 2 

INSoft, formerly VltalSigns Software 
(408) 98(18844 
www. vitalsigns. com 




VitalSuite 2.0 is a diagnostic tool kit that 
gives yon a clear view of network activity, help- 
ing you pinpoint problems. The server and 
client software arc easy to install and are 
backed by superb documentation. A compre- 
hensive set of charts and reports presents data 
with an impressive amount of detail. 

"As soon as we installed VitalSuite, identify- 
ing overloaded servers, slow Domain Name 
System responses, missing Web pages and 
bogged-down client CPUs was easy." 

— Bob Currier, Network World Test Alliance 

Enterprise Administrator: reviewed May 1 8 
Mission Critical Software 
(888) 323-6768 

imow.missionrritical.com/EA/FA. htm 

If you need help managing distributed NT 
domains, consider 
Mission Critical Soft- 
esvui ware's Enterprise Ad- 

^ \ ministrator. It lets you 
•IK A ^ assign administrative 
permissions to select 
users on a limited basis, 
giving them the ability 
to perform tasks nor- 
mally relegated to 
domain administrators. Enterprise Administra- 
tor is exceptionally easy to use, relying on a 
hierarchy of marshal-deputy-user to distin- 
guish users. It delivers a versatile command 
set and menu options. 

"Microsoft offers no native tools for assign- 
ing [limited administrative] permissions, but 
we found products from three companies that 
do offer these tools. Mission Critical Soft- 
ware's Enterprise Administrator tops the list, 
winning our World Class Award on the 
strength of its effectiveness, documentation 
and superb technical support." 

— MS Bankston 



Client security 



Full Control 1.5: reviewed Aug. 3 

Bardon Data Systems 

(510) 526-8470 

WWW. ba rdon. com/fullctl. htm 

Bardon Data Systems scored big with its first 
version of Full Control. A security tool for 
Windows 95 and 98 clients, Full Control lets 
administrators specify what programs can be 
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run by whom and how long users are allowed 
to stay logged on. Full Control also monitors 
and logs all Web browser activity, locks out 
questionable sites and generates several excel- 
lent usage reports. 

"Full Control is an excellent tool at any 
price and an amazing value at S49.95 per work- 
station. Its ease of installation, incredible num- 
ber of configuration options and the unobtru- 
sive way in which it works make it a must-have 
for anyone who manages Windows 95 and 98 
workstations." 

— Bol) Currier, Network World 'lest Alliance 

SAF/nt 2.0: reviewed Aug. 24 
The National Registry, Inc. 
(813) 636-0099 
www. saflink. com 

The National Registry, Inc.'s Secure Authen- 
tication Facility for NT (SAF/nt) supports the 
Human Authentication API, allowing you to 
use multiple biometric authentication meth- 
ods, including fingerprint, voice and face 
recognition. 

We tested voice verification, which relies on 
ITT Industries' SpeakerKey biometric technol- 
ogy. SAF/nt's most impressive feature is its 
seamless integration with Windows NT admin- 
istration utilities and the NT client logon pro- 
cedure. 

"For a primarily NT shop that wants to go 
with biometric authentication, SAF/nt provides 
a level of integration with NT far above any 
other product we reviewed. If most of the 
machines in your company have sound cards, 
as do most sold in the past couple of years, 
SAF/nt's voice authentication can be an inex- 
pensive biometric option." 

— John C.C Duksta 



Pentium II 
workgroup servers 

Dell PowerEdgc 2300: reviewed June 15 
Dell 

(800) 999-3355 

www. dell. com/ products /poweredge/pe2300 

Dell's PowerEdge 2300 delivers the whole 
package. While it offered good performance, 
the PowerEdge 2300 caught our attention 
because of its strong serviceability, features, 
flexibility and manageability. 

Dell's bundled management tools enable 
administrators to manage one PowerEdge 
server from another PowerEdgc server, as well 
as administer a server from remote locations. 
Additionally, Dell's management bundle 
includes software that works with certain serv- 
er hardware components to simplify manage- 
ment of Windows NT and NetWare servers. 

"One of the strongest points of serviceability 
for the Dell server is that it can be disassem- 
bled without any tools. The drives are in hot- 
swap bays, the processors arc secured with 
thumb screws, the cards arc secured with plas- 
tic flip tabs instead of screws, and the case can 
be opened with thumb screws." 

— John Bass. Network World Test Alliance 




Compaq ProLiant 1600: reviewed Dec. 14 

Compaq 

(800) 888-0220 

www.compaq.com/pniducts/servers/proliantl600 

Exceptional perfor- 
mance is the hall- 
mark of the 
ProLiant 1600, 
which accd our Web 
and file tests thanks 
to its extremely effi- 
cient SCSI con- 
troller and network 
interface card dri- 
vers. It also scored 
well in our SQL 
test. Solid manage- 
ment and service- 
ability features dis- 
tinguish the ProLiant 1600, whose modular 
case can be disassembled for easy access to 
hard-to-reach components. 

"The server's management features are sim- 
ilar to those of Compaq's high-end servers. 
Compaq Insight Manager integrates with 
many management platforms, including 
HP Open View, Sun NetManager and Tivoli 
TME 10 Netview, and provides early detection 
of possible hardware failure. An Automatic 
Server Recovery feature gives the server 
the ability to reboot itself when necessary 
according to conditions configured by an 
administrator." 

— John Bass, Network World Test Alliance 

IBM Netfinity 5000: reviewed Dec. 14 
IBM 

(800) 426-7255 

wunu5.pc.ihm.com/us/prrulucts.nsf/Swwwovseries/ 
Nrtfinity+5000 

Super serviceability 
distinguishes the 
Netfinity 5000, which 
proved easy to service 
and troubleshoot and 
fared well in our per- 
formance tests. The 
case features a tool- 
less design that does 
not use any screws. 
Everything comes 
apart with levers, 
which makes the unit a 
breeze to disassemble 
and reassemble. 
"The server uses strategi- 
cally placed LEDs on the motherboard to mark 
failed dual in-line memory modules, CPUs, fans 
and other components. This light path diagnos- 
tic feature could save a lot of time in trouble- 
shooting bad components." 

— John Bass, Network World Test Alliance 



Get more online: 

Complete reviews of all our 
award winners. 
Our perspective on trends of 
the past year. 
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Since its creation in J 977, ComNet has been one of the best forums for network professionals to find the latest 
information on how to design, build and manage global enterprise networks. This year's show at Washington, 
D.C. 's Convention Center extends the program a step further with several new additions, including ComNet/ 
Executive Forum, a pmgram designed to teach business executives such as CEOs, CIOs, CFOs and COOs how 
to use their networks for strategic business purposes. 

Tlie amount of programs, sessions and meetings can be a bit daunting, however. So to help you make the most 
of your time at the show, we have sifted through the schedule to pick out the events we think will be worth your 
while. Read on. 



EXPOSITION 



VPN Proving Ground 

You've heard the hype and endured the pitches, yet 
you still don't know which virtual private network (VPN) 
products and services are right for your enterprise. At 
ComNct/DC '99, vendors will be forced to back up their 
VTN claims with proof, thanks to a new expo feature. 
ComNet 's VPN Proving Ground gives network managers a 
chance to view live demonstrations as vendors attempt to 
create secure VTN connections from a headquarters to a 
mock remote office in another city, state or country. The 
VPN Proving Ground pavilion is sponsored by The Tolly 
Group and Bell Adantic. and is located at Booth 4114. 



OUR PICKS 



One-day Tutorial 



Monday, January 25 
9 a.m. to 4 p.m. 

BUILDING A UNIX NETWORK SERVER IN A DAY 
By the time you leave this session, you will know how to 
install and configure a fully operational Linux system, 
stalling with only newly formatted disks. Craig Hunt, 
head of the Advanced Network Technologies Division at 
the National Institute of Standards and Technology, 
walks vou through network interface configuration, 
basic routing installation, the installation and configura- 
tion of Domain Name System and more. 

Conference Sessions 

Wednesday , January 27 

8 a.m. to 9:15 a.m. 

FRAME RELAY VS. INTERNET VIRTUAL 
PRIVATE NETWORKS 

For many enterprises seeking wide-area connectivity 
frame relay has been the way to go. But now, network 
service providers are selling native IP services as an 
alternative, touting benefits such as reduced costs and 
access to any site at any time. A panel moderated by 
The Yankee Group's Eric Hindin looks at the pros and 
cons of f rame relav and Internet VPNs. 



11 a.m. to 12:15 p.m. 

POLICY-BASED NETWORK: GODSEND 
OR BOONDOGGLE? 

It sounds almost loo good to be true: Software that 
allows network managers to implement and dynamically 
adjust (with next to no effort) security, quality of service 
and device configuration. A panel that includes Michael 
Coukish of 3Com 's Network Management Division will 
analyze the benefits of a policy-based network and how- 
it can work in your enterprise. 

2 p.m. to 3:15 p.m. 

VOICE OVER DATA TRANSPORT: FRAME RELAY, 
ATM AND IP 

Convergence promises reduced voice communications 
costs, but are advanced data transport technologies 
such as frame relay, ATM and IP ready to deliver quality 
services? Panelists exploring this question include 
Ralph Santitoro, product manager at Nortel Networks/ 
Micom, and Dr. Bur Goode of IBM Global Services. 

Thursday, January 28 

10:45 a.m. to 12 p.m. 

HOW SECURE IS MY CONNECTION? 
As more workers move from headquarters to remote 
locations, companies seeking to secure their network 
connections face increasingly complex challenges. A 
panel moderated by TeleChoice's Claudia Bacco reviews 
security hazards and measures f or customers using digi- 
tal subscriber line, wireless, cable and dial-up smites. 



PICKS OF THE WEEK 



Keynote: Network — The New 
Generation Comes of Age 

Tuesday, 11:15 a.m. to 12:15 p.m. 

AT&T Chairman and CEO C Mirh 
i^BJ Armstrong has a unique persj)ective 



i 



ft 



regarding the convergence of three technolo- 
gies that have helped define the infor- 
mation Age — telecommunications, computing and 
multimedia. Armstrong will outline the opportunities 
rind challenges that busirwsses face in the future. 

Career Fair: A World of Opportunity 

Wednesday, 10 a.m. to 5:30 p.m. 
C'rfflNET '-Miking to take advantage of the next 



CAREER FAIR 



big career opportunity? Look no further 
than the ComNtt/DC '99 Career hair, 
ohere scores of top companies will he on 
hand looking for IT professionals to manage their 
enterprise networks. Sponsored by Network World, 
tlie Carver Fair will he held in Rooms 30 and 31 of the 
Convention Center. 

Keynote: Changing the Face of 
Telecommunications 

Thursday, 9:30 a.m. to 10:30 a.m. 

The spectacular growth of telecommunica- 
tions has been spurted fry the spread of 
simple data communications ajtplica- 
tions, but its future could be a feast of IP 
fax, IP voice and multimedia applications over the 
Internet. John Sidgtnore, CEO of UUNET and vice 
chairman and chief ojiemting officer of MCI World- 
Com, offers a sneak preview of technologies to come. 



Si 



1:45 p.m. to 3 p.m. 

WHY THE RAGE ABOUT CACHING PROXIES? 
Web caching proxies are expected to become a $-1 billion 
industry. But what does it really cost to install and main- 
tain the proxies in your enterprise? Are there problems 
that caching vendors aren't telling you about? A panel 
including Dr. Misha Rabinovich, AT&T I-ibs Research 

member, explores current products, ways to configure 
proxies and how to design the right caching hierarchy. 



Network World's 



If you have 
ever wanted to 
get the plain 
truth about 
frame relay 
from frame 
rela\ service provider*, you'll want to 
swing In Xeluwrk World's 0>m\el/ 
DC ' 4 J9 Frame Relay Showdown. 
AT&T. Sprint. MCI WorldCom, 
Intermedia, Infonet, Qwest and I s 
WEST have agreed bo take part in 
this presidential-style debate. 

When: TUeaday, Jan. 26, 
1:30 p.m. to 2:45 p.m. 
Where: Grand Ballroom. 
Renaissance Hotel 



The speakers: 

Joe Lueckenhoff, produi i vice- 
president for data network 

services, AT& T 

Brad Hokamp, director of 
advanced data semrcs. Sprint 

■ John Scarborough, director of 
virtual data services, MCI 
WorUK ( mi 

• Michael Johnson, senior director 
of enhanced engineering. Inter- 
media 

Bob Dagiau. vice president of 
intranet set vice marketing, 
Infonet 

■ Mack Greene, director oi frame 
relav and ATM product manage- 
ment, Qwest 



8 Janice Aune, vice president of 

operations, I s WEST 

During the debate, service pro- 
vider executives will lace tough ques- 
tions from a panel of industry 
experts, including: David Rottde, a 

Xetwoifi IW/fA/scnioi editor; Steve 
Bell, founder of the Silicon Valley 
Networking I-tb. a leading testing 
and consulting organization in San 
Jose; and Ami Kapoor, a network 
analyst with The Toll\ Group in 
Manasojuan, NJ. ( Ii >m panics then 
will have the opportunity to grill one 
another lx-lore fielding queries from 

the audience* John Gallant, Network 

World's editor in chief, will chair the 
debate. 
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Hey, Albert 

— E=MC what?" 



Exploring an unexpected opportunity 

won't just change your life, 

it could change the world. 



Through data, video, wireless and telephony, Nortel Networks - formed when Nortel and Bay Networks 
combined their strengths - empowers people with the effortless exchange of ideas anywhere, anytime. 
This completely new class of company has a proven track record in innovation, IP technology and inter- 
net driving applications. Connect with Nortel Networks, and join a new era of networking. 

We have opportunities throughout North America in the following areas: 



Sales 

Systems Engineering 
Professional Services 
Consulting Services 
Marketing 



Software Engineering 
Hardware Engineering 
System Test Engineering 
Information Systems 
Educational Services 



We also have opportunities for 1998-1999 college graduates. 

Send your resume, referencing code NW199, to Human Resources, Nortel Networks, 4401 Great America 
Parkway, Santa Clara CA 95052; fax: (408) 495-1898: or 600 Technology Park Drive, Billerica, MA 01821; fax: 
(978) 916-3510; email: nortelnetworks@isearch.com (send ASCII text only). We are proud to be an equal 
opportunity employer. 

Please check out our web site for a complete list of openings at 

www.noTtelnetworks.com 



N&RTEL 

NETWORKS 

How the world shares ideas. 



Purdue Unlvcrilty 
Faculty Position 



Purdue University's Dcparrmcnt<)t'C!<imputdr 'lcchiK>logv' invites 
applications tiw a tenure track, .issiM.int professor position at its 
West Latavcttc campus hcginninp August 1999. '["he depart- 
ment's mission Houses primarily on leaching and educational 
svholarship (not l>asic <»r applied research). The department is 
seeking a raculty member who can teach in the telecommunica- 
tions and networking technology program in general, with specific 
expertise in multi-vendor kxal area network design, implementa 
tion, and management. Kxperience with wireless or satellite tech- 
nology is highly desirable but not required. 
Candidates must have an earned Masters Ocgrce in a relevant 
field. Candidates must have at least three yea rs of full- 
time, relevant industrial experience in the networking 
field , preferably in a management position. Prior tculnng 
experience is also preferred. Applications will be accepted 
until the position is filled, Send a detailed resume, three 
letters of reference, and academic transcripts to Professor 
James E. Goldman, Code NW, Department of Computer 
Technology, Purdue University, 1421 Knoy Hall of 
Technology 242, West Lafayette, IN 47907 1421. Questions 
should be directed to Professor Goldman at (765 1 494-9525 
or via e-mail at jceoldnianfftcch. purduc.edu Visit us on the 
web at httpii//tct:h. purduc.edu/cpt /. 
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Teilinu.il Consilium, -tO 
hrs/wk, 7iJ0 Iflfl pro. 
H2.120 yr Involved in Oracle 
application development using 
Oracle Developer 8000 ami 
Designer 2000 tools Analyse 
user requirements. prtxedures 
and [>:■ 4dems to automate pro- 
MMHJ i «* ID improve exisiing 
systems Si fin* detailed desenp- 
tions q| (MM needs and pro- 
gtam dint nous required [o 
develop computer programs 
Prepare technical reports and 
instruction manuals Min Reus 
B.S in Computer Science or 
Fngim-enng 1 year in Orack' 
pri >gr ammmg using ( >rac le 
Developer 2000 or Design- 
er 2000 tools Willingness 10 
iravel al least 2V-n of the time 
Multiple positions open Apply 
at the Texas Workforce Com- 
mission. Dallas Texas, or send 
resume to the Texas Workforce 
< omimssion, 111" Trimly, 
Koom 424T, Austin. Texas 
78701, J O ■I - X0612«l2 Ad 
Paid hy An BBUtl Opportunity 

boptoyei 



Your Ad 
Could Be 
Here For 



$410.00 



| January. 1999 | 



Buy one Get one at 50% Off' 



To get the maximum exposure for your Recruitment Campaign. 

• Place an ad in the Networking Careers Section of Network World 

• Then receive 50% off* on the repeat of an ad within 4 weeks of original ad 

Talk to Network World 
800-622-1108, Ext. 7510 

'The repeat ad must be scheduled when the original ad is booked. Some restrictions may apply. 



Software Consulting 00k is look- 
ing lor a Systems Consultant to 
provide seniors to client* in 
design dev. it support of husi- 
ik-ss systems applications to 
support product distribution, 
sales. inventory, receipts, cus- 
tomer into pavmll S person 
nel activities, using Sybase 
SOL* Any when-, Sybase System 
II. Oracle. Pimerhuilder P.nv- 
ersenpt. Installlkiilder & Win 
dosssNT ninning on 1'nix. 
customize system* pros Net- 
working dev interlaces n i n ■ 
screens. \ testing |*tm i-dures. 
modify report generators 
de-sign modules it sys Proto- 
types Salary S62.774/yr. 40 
hrs wk HS or equiv Degree 
inMech Fng or Flee Fng with 
■ . I . I I s ontentration in • pui 
cr Sc is accept j We 2 yrs exp 
reqd in )ob or 2 yrv related 
exp a* Systems Analyst Pro 
gra turner Analyst or Software 
Eng. i<< include use of skills in 
job duiies Position involves, 
working al unanticipated loca- 
tions in ihrl s Submit resume 
10 PresKk-nl. BOSS.. 3040 
llolcomh Hndge Kd. Suite D-2 
Nofero**. tiA 30TT1. 



Technical Consultant 40 
hnvwk. 8 mi - pm. $60.762/yr. 
Design and develop computer 
applicatii ins sue li as human 
resource*, payroll, accounting 
MM lac luring and engineering 
using relational dataluse design 
concepts jnd Oracle >;■;■■ 1 
tUrns tools .m I NIX VAX in 
Windows 9*> environment 
Design anil develop dmnv 
reports and database 
triggers procedures using Ora- 
cle Designer 2000. Oracle 
Forms, Oracle Reports. PL SQl 
and SQL'Plus Responsible lot 
. n It review and unit Integra 
MH lesiing of Oracle Forms. 
(!)racle Reports, procedures and 
triggers Write data extraction 
script* using soL*Plus. PL SQL 
and Pm"C ResponsiNc lor doe 
umenting design ik-v riOMM 
and lest plans Min Recj* MS in 
Computer Science or Enginecr- 
ing $ years in design and 
development of Oracle applica- 
tions including 1 year in using a 
CASK tool Willingm-cs to iravel 
al least 2S% of ln< . timo Multi- 
ple positions open Apply at 
the Texas Workforce Commis 
sion Dallas Texas, or send 
resume to the Texas Workforce 
("ommivsion. 111? Tnniiy. 
Room -12-lT. Austin. Texas 
7H701. J O »TX06 12603 Ad 
paid hy an Fqual Opponunitv 
Empl.,yn 
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Help Wanted 



Tech @ Boeing www.boeing.com/empLoyment- 



Pass the tine at parties with talk of jumbo jets, the Space Station and strike fighters. Or, spend the evening tediously 
explaining the joys of writing code. The choice is yours. Subm it resumes at www. boeing . com / emp I oyment or to The Boeing Company, 
PO BOX 3707, H/C 6H-RC, 003692 Seattle, UA 981 24-2207 . Boeing is an equal opportunity employer supporting diversity in the workplace', 

* Copyrighted material 



NETWORKING CAREERS 



Where 
do you 

want to [ -j 

workr 



Consulting Services Manager 

Manage Network Engineering resources and 
engagements for an assigned region. You'll achieve 
revenue targets; hire, develop, and deploy pre- and 
post-sale network engineers; manage sales opportunity 
and workload planning; and develop strong relationships 
with sales force to promote service opportunities from 
identification phase through qualification and solution 
creation. You'll also assess and specify detailed user 
service requirements for specific engagements; manage 
delivery of services; and work closely with sales to 
create and sell the service solution to the customer. 

Account Manager, Professional Services 

Sell a full range of network consulting sen/ices to 
medium to large-sized companies. You'll close new 
accounts and expand existing customer relationships; 
gather and evaluate customer network and business 
data; recommend appropriate service solutions; generate 
and qualify leads (with telemarketing assistance); and 
provide proposals, presentations and follow-up. You'll 
also be responsible for effectively leveraging the skills 
of a pre-sales services consultant and for reaching 
annual targets in sales and profits. 



Enterprise Networking Systems (ENS) is a leading professional services 

firm specializing in internetworking solutions consulting for Fortune 1000 companies. We 
were named Cisco Systems' Partner of the Year for 1996 and Cisco Systems' End-to-End 
Solutions Partner of the Year for 1997. ENS has also been featured in Inc. Magazine's list of 
fastest growing privately held companies for two of the last three years. We currently have 
opportunities for qualified Network Consultants, all over the United States. 

Son Francisco/Bay Area; Irvine, CA; Los Angeles, CA; Sacramento, OA; Baltimore, MD; 
Philadelphia, PA; Dallas, TX; Atlanta, CA; North Virginia; New York; New Jersey; Washington, DC. 



Network Consultant/ 
Senior Network Consultant/ 
Principal Network Consultant 

Provide technical/business consulting to enable 
customers' emerging network strategies. Specific tasks 
may include internetwork design, router configuration, 
installation, and troubleshooting sen/ices. Also participate 
in the definition of customer requirements as well as 
propose and implement leading-edge internetworking 
solutions; identify new business opportunities and lead 
in their development Project work may include network 
architecture, security and infrastructure planning to 
support deployment of ERP applications. ENS will 
provide necessary training and guidance for CCIE 
Certification (Cisco Certified Internetwork Expert). 

Network Application Architect 

Provide high-level consulting and make architectural 
recommendations on state-of-the-art networks. You'll 
lead the definition of customer requirements and 
propose and implement leading-edge internetworking 
solutions through network analysis of enterprise 
applications (PeopleSoft) by analyzing all 7 layers. You'll 
also review project goals and validate application and 



network environments by performing walkthroughs 
with network engineers, as well as review router 
configurations, analyze application traffic and isolate areas 
causing degraded performance and document results. 
Additionally, you'll make formal recommendations 
pertaining to performance improvements and/or 
changes to test methodologies. 

All positions offer a competitive base salary, significant 
bonus opportunities and stock options. 

Come see us at ComNet Career Fair at the 
Washington DC Convention Center 
on Jan. 26th-28th. 



Or, send/fax resume to 
ENS, Attn: Staffing, 
370 Convention Way, 
Redwood City, CA 94063; 
Fax: 

(650) 568-0185; 
E-Mail: 

jobs@ens.com 
EOE/AA. 




ENS 



Network World 




Network World Signature Series 

Network World's Signature Series issues, published 
bimonthly, provide insights, opinions and information on 
the most important issues shaping the networked world. Showcasing the writing 
skills, design talent and network expertise of the Network World staff and contribu- 
tors, Signature Series issues help readers gain valuable new perspectives on their 
jobs and careers, network technology and the world's fastest growing-and most 
dynamic-industry. The award-winning Signature Series issues include: 



■ The Electronic ■ The Network World ■ The You Issue ■The Buzz Issue ■The Best Issue The Power Issue 

Commerce Issue 200 Issue Showcasing the 9/27/99 11/15/99 12/27/99-1/3/00 
Capitalizing on the 4/26/99 Network Leaders: 
Internet: 2/22/99 7/26/99 



For more information on advertising your recruitment message in these issues call: 800-622-1108 Ext. 7510 
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NETWORKING CA 


R E E R S 






The NetworkWorld 




C VMNET 



Washington, D.C. 
January 26, 27, 28 



NETW RLD INTEROP 



Las Vegas 
May 11, 12, 13 



For more information email: ccapp@nww.com or 
visit www.nwfusion.com 



DESIGN ENGINEERS 

Responsible for enterprise-wide 
networking designs and all aspects of 
pre-sales activities including proposal 
development and customer presentations 
Strong writing and communications skills 
required 

SALES MANAGERS 

Capture new business and manage key 
customer relationships. Responsible for all 
new business development focused on 
professional services, including consulting, 
network management and managed network 
services. Qualifications include experience in a 
consultative selling environment with the 
ability to work independently and 
thrive in a fast-paced industry. 

PROGRAM MANAGERS 

Proven leaders in implementing and managing 
complex enterprise-wide networking solutions 
Must have strong background in sales 
qualification, proposal development, solution 
presentations and program budget 
management. Candidates should have a 
successful track record in issue resolution, 
delivery of services in high-profile 
engagements and customer satisfaction 

PROJECT ENGINEERS/ 
FIELD ENGINEERS 

Work closely with the customer to implement 
and/or troubleshoot multi-vendor, multi- 
platform networks Maintain the technical and 
financial integrity for our clients' objectives, 
using best -of -breed products and 
methodologies to achieve leading-edge 
results Our solutions allow for technology 
transfer to the world. We require hands-on 
knowledge of LAN & WAN products, 
protocols and principles. We provide the tools 
and training for your continued success 



D&Ghas outstanding opportunities in 
Burlington. MA. New York. NY. 
Edison, NJ, Marlton, NJ, Frazer, PA, 
Pittsburgh, PA, Harrisburg, PA, 
Wilmington, DE, Baltimore, MD, 
Falls Church, VA, Reston, VA, 
Richmond. VA. Detroit, Ml and 
Winston Salem, NC tor people with 
expertise in the following areas: 

ATM, Frame Relay, ISDN, 
7-1. T-3. SONET, FDDI, Structured 
Cable Design, Switching, RIP, OSPF, 
EIGRP, BGP, Internet Security, Video 
Protocols, Remote Access. TCP-IP, 
IPX, Cisco, Bay or 3COM. 
Certifications are highly desirable. 

If you cannot attend COMNET/DC '99 
please e-mait your resume to 
HR@BA-DSG COM 

For more information on 
Bell Atlantic's 
Oata Solutions Group, 
visit www.BA-DSG.com 

Come visit us at 

COMNET/DC '99 

January 26, 27, 28 
Washington, DC 
Convention Center 



©Bell Atlantic 



0/\T/\ 

Solutions 
Group 

One Answer. 
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NETWORKING CAREERS 



IT Consultants & Contractors World Conference & Exposition 

The Nation's Largest Professional Development 
& Career Forum for IT Consultants 




February 11a12, 
Chicago 
Hyatt Regency O' 



y4i 

li 




Smsnd a Few Hours and Drive von* Career Ahead! 



Register Today lor a 

FREE EXPO PASS 
And Receive FREE on 
Thursday, February 11 

Admission to the Following 
Keynotes & Special Sessions 
PLUSVne ITCC Exposition 



Keynote Speakers 



Special Panels 



What Comes After the Internet? 

Daniel A. Kara, Sr. Vice President & CTO 
Intermedia Group. Inc. 

The New Work Style 

Tony Bogar. Ec/itor in Chief 
Contract Professional magazine 

The Contractor Client 
Relationship: Making It Work 

Meryl Natchez, President & CEO 
Tech Prose 



Best Practices ol IT Consultants 
& Firms 

Tim Waterloo, Oak Enterprises & NACCB 

A Primer lor Entry Into the World 
ol IT Consulting 

Jerry Erickson, Contract Employment Weekly 

Special Birds ol a Feather Sessions 



Call: 508-870-5858 or Visit our Web Site: www. 



Produced by 



inttfrmeWagroup 



Premier Association Co-sponsor 
Midwest Chapter ol the 



Premier Media 
Co-sponsor 



— IMACC 



Corporate Co-sponsors 

ajTlon. 



STOPKA & ASSOCIATES 

Inlonnilcc Technology Consulting 



MtDIA CO-SPOKSOftS 

Chicago Software News 
Computerworld c@reers 
ConsullLink.com 
Contract Employment Weekly 



developer.com 
DICE 

Dr. Dobbs Journal 



ICEnationwide.com 
InloWorld 

Intelligent Enterprise 



IT Consulting Newsletter 
Network World 
Software Development 



Don't Miss These Great Advertising Opportunities in 



7i1 : L ■ Jil : 4 73 J =1 = J : I ■ 7i1 : fc'#J 7i M :IH " 



ISSUE 



SPECIAL 
FEATURE 



SPACE 
CLOSE 



1/25 


Enterprise Applications, Feature: VPN User Study; 

Bonus Distribution: ComNet East, Washington, DC;Network World Career Fair, ComNet, Washington, D.C. 


Jan 13 


2/1 


Infrastructure 


Jan 20 


2/8 


Carriers & ISPs; Bonus Distribution: DCI's eBusiness World, Boston 


Jan 27 


2/15 


Enterprise Applications, Buyer's Guide: Web Servers; 


Feb 3 


2/22 


Signature Series: Electronic Commerce Issue 


Feb 10 


3/1 


Infrastructure 


Feb 17 


3/8 


The Global Challenge Building International Nets; Carriers & ISPs 


Feb 24 


3/15 


Enterprise Applications 


Mar 3 


3/22 


Infrastructure; Bonus Distribution: ICE, Boston 


Mar 10 


3/29 


Carriers & ISPs, Buyer's Guide: Remote Access Server Hardware 


Mar 17 


For more information or to place an advertisement, please call the Recruitment Dept. at 1-800-622-1108 x7510. 
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The Hub of the Network Buy Marketplace 




Your Reach 



Celebrating Our 30th Year! 



%/ A/C Power Management & Reboot 
s/ Line & Port Sharing & Sparing 
s/ Alarm Reporting 
%/ Disaster Recovery & Auto Back-Up 
Remote Switch & Equipment Control 



Imagine the possibilities of effective remote site management with Dataprobe. 
We have 500+ products available that control power, switch to hot standbys, 
report alarm conditions and share lines. We also specialize in tailoring custom 
solutions to suit your needs. Consult with an applications engineerand discover 
how we can help "extend your reach." 




ft 



11 Park Place • Paramus, NJ 07652 



Tel: 201-967-9300 



Web: www.dataprobe.com 
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Remote salesperson just spent 3 hours 
transferring sales presentation from Detroit. 

Total long-distance charges: $0. 




"IntraPort " cut our remote access costs by 95%." 

Mark Schmidt Heritage Broadcasting 



Compatible Systems 



— - the VIRTUAL leader 



1.888.356.0283 



www.compatible.com/vpn_now/ 



It used to be that salespeople out in the field were simply out in the cold when it came to having cheap, easy 
access to centralized data But now, thanks to IntraPort™ VPN Access Server from Compatible Systems, 

you can get secure remote access at a fraction of the traditional cost 

IntraPort allows you to create a Virtual Private Network (VPN) using the Internet to connect remote offices 
to a central database. For Heritage Broadcasting Group, owner of CBS affiliates in Northern Michigan, that 
meant remote and SOHO salespeople can send and receive data without long distance charges. Their 
phone bills went from an average $400 per salesperson to just under $201 

IntraPort supports IP and IPX, increases security with two levels of encryption, and decreases 
network administration. Find out how to cut your remote access costs immediately and register 
at wwwcompatible.com/vpn_now/ to receive your free VPN Handbook subscription 
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V/J >J 



INTERNET 




PROXY/MAIL SERVER FOR WINDOWS 95/98/NT 

Connect your entire network to the Internet with only one ISP account, one 
modem, one dial-up connection and only one (dynamic) IP address. You will 
increase the throughput and lower your connection fees. The firewall will protect 
your data and the mail server will transfer all your e-mail. 

Find out for yourself why WinProxy is distributed in almost 70 countries 
worldwide and why it received "THE BEST OF LANTIMES" award from the LAN 
Times Testing Center and the best rating from the leading software archives 
(Tucows, ZDNet). 




THE BEST OF 
LMH TIMES 



received from 
the LantimesTesting Center 
Apr. 13 issue, Pg.32 



Test this outstanding product now and get the fully fun- 
ctional 2-user demo at our WWW. 20-day trial key for 
unlimited testing available too. Test it for free! 



5xCOW 



• Net ***** 



WINPROXY PRICE LIST 



A chance for resellers, system 
integrators, consultants and 
Internet service providers! Ask 
for special conditions & prices! 



5-user 


_ S 99.°° 


10-user 


- $ 199.00 


unlimited 


- $ 299.00 



ORDER ONLINE! www.winproxy.net 
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CSE TRAINING 



For a limited time, when two 
people register for the MCSE 
program - the second gets in 



Includes hands-on training for ALL 6 modules. Microsoft approved study guides, MCSE- 
Quest testing software (with hundreds of practice questions), MS Windows NT Technical 

Support Training and demo version of NT 4.0. Offer valid for day session only. 
Both candidates must register together. Second person pays for books, software and registration 
onty. Call or visit Microhard website for complete terms & conditions.. 



Other certifications: MCP, MCSD, Microsoft! 
CISCO, ORACLE, CNE, CNA, A+ 



Solution Provider 



GO WITH THE BEST. FIND WHY COMPANIES LIKE AT&T, ARTHUR ANDERSON, 
MOTOROLA, US ROBOTICS AND THE US DEPT. OF DEFENSE CHOOSE OUR TRAINING 



MICROHARD TECHNOLOGIES, INC 



CHICAGO DALLAS OAK BROOK ORLANDO ST. LOUIS SCHAUMBURG THORNHILL TORONTO BANGALORE 

1-877-MICROHARD www.microhard.com 
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The Network Protection Software 
you have been waiting for! 

SessionWall-3 



TM 




\tf Immediately puts you In control 

r/ Shows/Reports what's going on 

Or Detects/Identifies hackers and abusers 

o/ Detects malicious Java/ActiveX applets 

iV Blocks unwanted sessions/intrusions 

Of* Content level scanning 

Email and attachment viewing 
t* Protects your entire network 



tif Affordable 

Of Serf configuring/monitoring 

Easy to Install - less than 5 minutes 
V No network changes required 
gr / No network overhead 
rV Monitors/Controls from a single 

Windows 95 or NT System 
q/ URL and virus library currency option 



Download Free Test Drive 
www.sessionwall. com 



MEMCO 

www. memco.com 



We take the work out of Network Protection 

phone: 1-817-2S1-7000 lax: 1-817-231-7001 
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NetworkWorld 



Into press 



Online Reader Service 

NetworkWorld InfoXpress is reader service at its best. An online 
service designed to provide you with a quick and easy way to 
request information, NetworkWorld InfoXpress offers readers: 

■ Easier access to more relevant 
information. 

■ 24-hour service. 

■ The ability to search for information by reader service 
number, advertiser name or product category. 

■ Flexibility in requesting information via mail, email, 
telephone, fax or linking to the advertiser Web page. 

Try it today at: 



www.networkworld.com/infoxpress 
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Remote Trouble Shoot & Reboot 




%/ Pial-up and telnet access to Remote Sites 
✓ Select Multiple Console/AUX Ports 
»/ Reboot power on selected devices 



RACK MODEM 




CONSOLE SWITCH 



HS232 CONSOLE PORTS 

REBOOT SWITCH 




DSU/CSU 
MUX 



COMM. 
SERVER 

FILE 
SERVER 



UPS 



pi |fW 

X^JS^JSJN^ AC POWER 



When it comes to Remote Site Management, no one offers more choices to access 
multiple console/AUX ports and/or reboot power than Net-Reach products from 
Western Telematic. We offer the flexibility you need to mix and match equipment for 
small or large remote management strategies. NetReach products are now installed in 
thousands of network sites world wide. Our customers know they can depend on our 
superior quality and reliability for their mission-critical operations. 



□ western 
telematic inc. 



Console/ AUX Rjrt Managers 
Remote access to multiple RS-232 Console/AUX Ports 

• TCP/IP (telnet) and dial-up (modem) • Continuous off-line 
buffering ■ Password Protected • Any-to-Any Port Matrix 
Switching • AC or -4SV DC power options • Various models 
from 4 to 64 ports 




Intelligent Remote rbwer Switches 
Reboot "locked-up" network equipment 

• AC and -48V DC versions • Password, Site ID, Plug Labels 

• On/Off/Reboot power switching 




Rack Mount Modem 
Single modem for Pial-up acces to console ports 

• AC and -48V DC powered • 33.6Kbps V34+ • Requires 
only one 19" rack space 



(800) 854-7226 • www.wti.com 



5 Sterling, Irvine, CA 92618-2517 
Facsimile: (949) 583-95 14 
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A KVM switch is only as smart 
as the brains behind it. 



Demand Raritan. 



' Connect and operatt 
any combination 
of computers 
(PC, Mac, Sun, 
Alpha, HP9000, 
RV6000, SGI) 
without having 
to change card* 
or dip switches. 



Now Available: , 
Master Console MX 
Multi-User 
Matrix Switch 










• Unique Raritan 
emulation technology 
dedicates a "brain " to 
t-iich channel to deliver 
automatic booting and 
flawless operation, 
and to prevent 
keyboard and 
I mouse lockup. 



' Intelligent on-screen user interface 
simplifies switching, operation, and 
administration. Premium video 
components and double-shielded 
coaxial cables deliver hi-res video. 



• Easy to install, easy to use. Start 
with 2, 4, 8, or 16 computers. 
Expand to control up to 256. 
Operate from central, remote, 
or multiple locations. 




Request this 
FREE guide 
to learn critical 
factors about 
KVM switch 
performance. 



Call toll free 1-800-724-8090, X83, 
or visit us online at www.raritan.com 

Free Demo at ComNet Booth 03331 January 26-28 



Raritan 



E-mail: sales@rantan.com Phone: 732-764-8886 Fax: 732-764-8887 
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Network Troubleshooting, Analysis and Trending 



So Full of Features, You Won't Believe the Price 

7. -~ ~ aEaMBaBBBMBMBMBMBMBWBMBBlB^^^^^-iW ^ 9 ^ 5 . 

Monitor !'■.-.,:>::■ I /iH^Hion 
C. rode I - LV liffiattm 
I JHtR-Tcrm Xttuvrik Trending 
Xutodiumrr Krtwork, Addmits 
SttTnt/fn and Alarms 
t^xlenutdt nitb rmlxt 
Monitor \etnnrk limn fry Station 

ih6 Haaaai 

\f /. .'//,'■.'. Mitde Interfax 
I w LAN hrrvn (I 

Monitor Inwn 
Tmk Renter tnif/if in rtat time 
hwUU-btt (95/9S& \T4„\ ()*J,) 
Vilter to MAC or W addrtsi, pntmt. oroffuf 
I 'inr/Omrt W and UK uta ff h sm-itt 
Wtecl duplKote tt* addrrsttt 



NEW! 
VERSION 

5.0 




If you have network slowdowns, would you 
know if they are due to overloaded 
bandwidth, broadcast storms, or errors? 
Observer will show your LAN traffic in real 
time, and with this information, help you 
pinpoint problems. Once the source and 

www.networkinstruments.com 



cause is found, solutions and action plans 
become dear. Start seeing what you have been 
missing! Call 800-526-7919 for a FRF.E 
DKMO or download from our web site. 



NETWORK 

INSTRUMENTS 



) 1996 Network Instruments, LLC - Corporate Headquarters (612) 932-9899 PAX (612) 932-9M5, UK and Euroj 
i (0) 1474 70242? FAX *44 (0) 1474 707830 Internet: mtVa nctwnrkinMnimcnts.com www.network instruments. 
OtncrvcrS. Ncrwtirk Instruments and the "N"lumi arc trademark* of Nctssxirk Instruments, I J.(. Minneapolis, MN I SA 
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Network Ready 
CD-ROM Servers 

From $1,749 

Excel custom designs 
powerful, expandable 
CD-ROM Solutions for 
Netware. Windows NT and 
Unix Systems ranging from 
7 to 256 CD-ROM Drives. 
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Do You Want... 






...to increase sales? 






...more leads and qualified buyers? 






...an effective advertising campaign? 






...to sell your products and services? 






Network World's Marketplace has helped many new and estab- 






lished companies accomplish these and many other goals. 






Advertise your product or services here and watch your company 






succeed. Call Direct Response Advertising today 






at 1-800-622-1 108 ext. 7507. 







Cabletron Equipment 

GUARAWTEED 

• 100% factory refurbished 
v v.- ^ * Only factory-authorized VAR 

i-O® u * 30 da y not swa P> 1 v ear free re P air 

• We also carry: Bay Networks, 
3Com, Compex, Cisco & more! 



Vnetek Communications, LLC 
sales@vnetek.com • www.vnetek.com 

Brand names are registered trademarks. 




REFURBISHED NETWORKING EQUIPMENT 



More than price & availability... 
IntorUnk Means Customer Satisfaction! 

BUY, SELL, LEASE/RENT, TRADE 



CISCO 

BAY NETWORKS, 3COM, 
ASCEND, LIVINGSTON, XYPLEX 



Technical Support • Product Warranty • Aggressive Pricing 

1-800-832-6539 



FAX: 61 2-944-3534 Emalt utesOtnterllflkcom. 
VOICE: 61 2-944-3440 http:,7www irtteriinkcom.cwn 



COMMUNICATIONS 
7131 Shady Oak Rd; Minneapolis, MN 55344 
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Master of Engineering in 
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LANS S MUXES 



FIBERMUX • CABLETRON • CISCO 
3COM • HEWLETT PACKARD • INTEL 
•IBM • CHIPCOM • UNGERMAN BASS 

•AT&T PARADYNE • PROTEON • MADGE 
BUY USED ♦ SELL REFURBISHED 



WE REPAIR FIBERMUX 



CALL BOB GLICK 
818-366-1374 • Fax: 818-366-5274 

VISIT US ON THE WEB: www.nbercom.m 



SMMPTiOls 

Multiple Agent Simulator 

Develop, test, demonstrate 
Management applications 
without real devices. 

Automated Agent Tester 

Complete weeks worth of 
manual testing in minutes. 

SIMPLESOFT Inc. 
Tel: (650) 965-4515 
Web: www.smplsfft.com 



FAX (818) 772-6854 
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WIDE AREA NETWORK HARDWARE 



KEN7R0K 

FIBERMUX 

MOTOROLA 

nitron 



ism 

MODEMS 

CSU/DSU 
T1- CSU/DSU 

Mimnaat 



;;::;;.i:atio:;aidatamux.com 



t- 1 Accessories. Cables WHM 
— ^ And Spare Modules, 
We Have It All ! 

LiiLllUUiiL LUlUl LiillL 

(818) 772-1591 




^ Bay Networks CaBl£TTKX! 



The Merged Company of SynOpoci and Wellfleet 



Ciici SrllllH 



3S 



We Stock the Largest Inventory of 
Refurbished Bay Networks in the World! 




• Bay Networks ESP Trained 

• Bay Networks Authorized 

• Full Product Line 

• New & Used, Buy & Sell 



• Proven Track Record 

• Good As New Warranties 

• Repair Services Available 

• Technical Support 



Phone 801-377-0074 
Fox 801-377-0078 
1403 W. 820 N. Provo, UT 84601 



Visit us On the Web « 



www.nle.com 



National LAN Exchange 
888.89 1.4BAY 14229) 

Fast ovemtgh! delivery 

un fcnn, FedEx 



INTERNETWORKING 



DaJTech. Dalhousie University, offers a Plaster degree program m Internetworking consisting of 1 0 
courses and a protect. The program, the first dedicated to internetworking, was developed in 
conjucoon with industrial partners Cisco Systems Ltd. and Maritime Tel & Tel. and is supported by 
the TeJecommi^wations Application Research AJfcance (TARA). One course of duraoon two weeks 
is offered *n each month from September to June. In July students start their project, preferably 
with an mdustnal company. Students may enter as full time, part time, or non-degree students. 
Fees, which are under review, are expected to be in the regton of CANS 1 .800 per course and 
$ 1 ,400 for the project Dalhousie is currently applying to the Ontario Government for permission 
to offer this program at Ryerson Polytechnic University in Toronto. 

The application deadline for full and part-time study 
is May 30 for entry the following September. 

More information may be obtained from our web site 
http://www.dal. c*Tlntern«twoTfcing 

We may also be contacted at: 

Master of Irrtemetvvoriong, , DafTech 
PO Box 1 000. 1 360 Bamngton Street. 
Halifax. Nova Scotia Canada. B3J 2X4 

Tel: 902-494-3995 
Fax; 902-422-7535 
e-mail ! internet eng@dal ca 




DALHOUSIE 

University 



DalTech 
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Wanted to Buy 
Networking Products and Services 

Over 164,000 qualified subscribers of 
Network World are ready to buy. 

Gill today to place your ad 
in the Marketplace! 

1-800-622-1108 ext. 7507 

$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$ 



Systems/ 




Memory 



fi- 



Networking Software - Nciwofking Hardware 

Cisci Systemi 
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EQUIPMENT 



Also Available: Wellfleet. Bay. Fore. 
Xylogics, Livingston, & Ascend 

in Stock • fast Delivery • aid Expedite Charges 

COMSTAR, INC. 

The 91 Network Remarketer 
612*835. 5 S02 

F3*612'835'1927 E-Hai I :sa lesecomstarinc.com 
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int^l =mSynOptlcs. 
^BayNetworks grjujrj 

Sales: (619) 549 4405 
Buyer: (619) 549 4455 
Fax: (619) 549 4777 
pmiweb@ix.netcom.com 



r tripctbvr Him 
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Livingston US Robotics 

Ascend 0 , © Av >yv Micom 

,G 

v> Specialist in all ^ 
^ Cisco products 
V> including Memory ^ 

r. LAN/WAN Products 1 
^ .O 
O New, Used, Lease, _~ 

3Com% Rl ' m ^ Codex 
Adtran S 'NOtf v Xylogics 
Motorola Welltleet 

We ca/ry aft Manufacturers 



1-800-AKA-ECOM 




Enku Qubale 
1-80D-622-11D8 
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ROUTERS • HUBS • DSU/CSU 
SWITCHES • TERMINAL SERVICES 

BUY/SELL/LEASE 



ADTRAN ■ KENTROX 

OvWHtfMr Dtlivtry: Mbf Ouatanftd 

800-230-6638 

2SI0M64-I3I4 tat 105 964-5649 £<- 

www.networkh3rdware.com 

Network Habowjre RfSUf. Inc. 
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Network World Signature Series 
The Electronic Commerce Issue 
Issue: February 22 ♦ Ad Close: February 8 



The EC Innovators: Who's who in 
the world of business-to-business 
e-commerce. 

IWiat's an e-comm manager to do? 
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Cable & Wireless 

Continued from page I 

lone, president of commercial 
Internet and messaging services 
at the domestic subsidiary of 
Cable & Wireless pic. This, com- 
bined with the fact that MCI 
customer information was slow 
to arrive and not necessarily 
accurate when it came over to 
Cable 8c Wireless, created some 
lack of responsiveness, he says. 

Although Cable & Wireless is 
hiring a myriad of employees in 
all areas to help handle the Ml :i 
customers, the company is still 
considered to be the nasty new 
stepmother to some former 
inlcrnelMCI users, such as 
Cincom Systems. 

The software company, based 
in Cincinnati, was trying to con- 
tact its new Cable & Wireless 
sales representative to talk 
about expanding its Internet 
access bandwidth, but it just 
kept gelling bounced around, 
says Bill Dyer, chief information 
officer at Cincom. 



"It took us almost two weeks 
to get someone to talk to us 
about our account," Dyer says. 
"When I had to start working to 
get a hold of someone, it was 
time lo switch," he explains. 

Cincom is now in die process 
of inking a two-year deal with 
AT&T WorldNet, which is near- 
ly doubling Cincom 's Internet 
bandwidth but not its monthly 
bill, Dyer says. AT&T's lower 
prices and good customer ser- 
vice sealed the deal for Cincom, 
he adds. 

Dyer is not alone. Other for- 
mer MCI customers have com- 



plained about die lack of cus- 
tomer service responses, espe- 
cially when they were having 
technical difficulties. 

Employees at Linbeck Con- 
struction in Houston could not 
send e-mail for nearly four 
weeks to any Simple Mail 
Transfer Protocol mail servers 
because of a new antispam filter 
that Cable & Wireless set up, 
says Rich Cay, director of infor- 
mation systems at linbeck. 

But after Cay was informed 
about the antispam filter, he 
notified Cable & Wireless that 
the filter was interfering with 



PROFILE: CABLE & WIRELESS USA 

CEO: Dennis Matteucci 
Primary business: Providing domestic and international voice, data 
and Internet services 
Employees: More than 3,400 
Revenue: $1.13 billion (fiscal year ending March 1998) 
Recent claim to fame: Laying out $1.7 billion in cash for MCl's Internet 
business, which is more than Cable & Wireless' 
revenue for last year 



his ability to 
e-mail servers and, 
therefore, hurting 
his business. He told 
Cable & Wireless 
that the problem 
needed to be 
resolved ASAP. Now, 
nearly one month 
later, Gay still has 
not heard from the 
service provider, but 
he's no longer wait- 
ing. Last week he 
canceled all of his company's 
Cable & Wireless dial-up 
accounts — which amounted to 
between $6,000 and $10,000 
annually. 

Complaints aside, Cable It 
Wireless has taken on a hefty 
task that could pay off in the 
long run. For example, han- 
dling MCI's 3,300 dedicated 
users, 66,000 dial-up business 
users, 250,000 dial-up con- 
sumers and 1,300 ISP cus- 
tomers is a lot to swallow, but it's 
not too difficult to digest, 
Malone says. 

In the acquisition, MCI sent 




ft took Cincom 's Dyer 
two week lo gel Cable & 
Wireless On the phone. 



more than 45 sales 
representatives, but 
Cable & Wireless 
has acquired 
enough new 
accounts to keep 
150 sales represen- 
tatives busy, Malone 
says. 

Therefore, Cable 
& Wireless has shift- 
ed some of its 550 
sales representatives 
lo handle the new 
Internet accounts. In addition 
to redirecting sales agents, 
Cable & Wireless is beefing up 
its customer service efforts. 

"From September until now 
we have doubled the size of 
the customer service staff with 
200 to 300 new people," Malone 
says. "In the short term, as you're 
training new employees they will 
make mistakes," he says. 

Cable & Wireless says the 
majority of merger bumps are 
behind it, but the service- 
provider still has much work 
ahead, especially in the areas of 
See Cable & Wireless, page 52 



Jini 



Continued from page I 

as a consumer technology 
that would allow home users 
to connect household devices 
such as telephones, video 
players, printers and stereo 
systems. 

But increasingly, Jini is tak- 
ing on an enterprise network 
flavor. Several early Jini 
licensees are working on prod- 
ucts for the enterprise market, 
with storage devices marked as 
an early favorite. 

First product coming 

Malaysian software vendor 
BizTone.com will be first to 
market with a Jini offering. 
The company, known as Datek 
until recendy, late this month 
is slated to unveil BizTone 1 .0, 
enterprise resource manage- 
ment applications that will be 
delivered as rentable services 
over the Internet. 

The company will use Jini 
— which, like Java, is object- 
oriented — to distribute the 
applications as components 
that can reside anywhere on a 
network but function as a sin- 
gle system. 

However, no one knows 
when a second Jini-enabled 
product will surface. Although 
Sun plans an "official" Jini 
launch on Jan. 25, most of the 
early licensees expected to 



participate in Sun's San 
Francisco event aren't saying 
exactly when they'll release 
products incorporating Jini. 

"It will be a couple of quar- 
ters past January before Jini 
becomes widely used," says Ed 
Barron, president of Java sys- 
tems integrator and Jini 
licensee Network Objects in 
Pepperell, Mass. "The whole 
concept of Jini doesn't catch 
on until you get a number of 
people supporting it." 

Sun co-founder William Joy 
began developing Jini tech- 
nology in 1994. Last summer, 
Sun made Jini source code 
available on its Web site and 
stoked the publicity flames 
with jini demonstrations at 
the Internet World and Java 
Business Expo trade shows. 

To hasten Jini development, 
Sun last month announced a 
Community Source Code 
model for licensees. 

Similar to the new licensing 
model adopted for Java, the 
Jini license lets vendors use 
and modify Jini source code 
without charge and to own any 
innovations they create, rather 
than returning intellectual 
property rights to Sun. 

Shared services 

Jini consists of a small piece 
of Java code that links the Java 
Virtual Machines in every 
device on a network. As each 
device joins the network, it 



announces its presence and 
offers services to the other 
devices. When the devices 
need to perform a task, they 
can look up services available 
from other devices and use 
them. 

Quantum Corp. of Milpilas, 
Calif., plans to market Jini- 
enabled IAN disk drives that 
can be plugged in to a IAN 



Where to find Jini 



menting Jini across large net- 
works could face complica- 
tions. 

"Jini sounds wonderful if 
you have five things talking to 
each other, hut if you put 50 
or 100 or 1,000 devices on a 
network, you're going to get a 
mess," says Yogesh Gupta, 
senior vice president of prod- 
uct strategy for the firm. 



Early licensees of Jini plan to embed Sun's new Java-based network 
technology In a variety of products. 



Vendor Product 




O Seagate, Disk drives. 

Quantum hard drives 

O Ericsson Mobile phones 

O Oki Printers, faxes 

O Canon Cameras 




and be made immediately 
available for use by any com- 
puter on that network. 

Another disk drive maker, 
Seagate Technology of Scotts 
Valley, Calif., also intends to 
Jini-enable its product line, 
though the company declines 
to discuss product specifics. 

Computer Associates, a Jini 
licensee in Islandia, N.Y., 
warns that enterprises imple- 



Therefore, Computer Assoc- 
iates plans to Jini-enable its 
Unicenter TNG enterprise 
management software. 

"With Unicenter and Jini, 
we'll be able to recognize not 
only what devices can offer 
services, but also which is the 
appropriate one to offer the 
service to the requester," 
Gupta says. "That way, if some- 
one in the United States wants 



to use a printer, the printing 
doesn't happen in Singapore." 

Novell also plans to inte- 
grate Jini technology into its 
Novell Directory Services 
(NDS) software, according to 
product strategist Steve 
Holbrook. 

Company engineers are 
working on making NDS "Jini- 
aware" by extending the direc- 
tory's schema (basically a list 
of the types of network objects 
that can be stored in the direc- 
tory) to accommodate Jini 
devices and open Jini connec- 
tions, he says. 

Novell will have to build 
NDS extensions that define 
how Jini devices and user 
accounts are represented in 
the directory tree. 

Holbrook says Novell also is 
developing ways to manage 
Jini devices via NDS. 

When these vendors and 
others partake in Sun's Jini- 
fest later this month, expect 
lots of talk not about what Jini 
will someday be, but about 
what it already is. That's just 
the nature of dog-and-pony 
shows. 

For now, though, Computer 
Associates' Gupta offers a 
reality check. 

"There's not a single disk 
driver today that supports 
Jini," he says. 

Senior Editor Christine Hums 
contributed to this story. 
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Compaq 

Continued from page 1 

Network and Access Com- 
munications Division, which is 
much reduced in sire and 
responsibility. 

Employees in the company's 
network product areas have 
been scattered to the wind. 
Numerous employees have 
received warnings of impend- 
ing layoffs, and an engineering 
group associated with 
Compaq's Microcom remote 
communications hardware 
division received pink slips just 
before Christmas. 

Employees working on 
switching products in Houston 
were told to find jobs within 
Compaq, transfer to Austin, 
Texas, or be laid off. In Austin, 
the site of Compaq's network 
adapter design and test facili- 
ties, employees were warned of 
impending layoffs. 

Tough going 

Compaq, the server and PC 
kingpin, has found the network 
ground a bit tougher to hoe 
than anticipated. The company 
so far has proven unable to 
develop truly standout network 
technology, has failed to gain 
the kind of mind share enjoyed 
by the likes of Cisco and 3Com, 
and ultimately has been unable 
to obtain the kind of share 
it is accustomed to in other 
markets. 

Now, instead of tussling 
with the big boys, Compaq 
has adopted a dual-pronged 
approach. The first is a "burg- 
ers and fries" strategy: folks 
buy a PC or server — the 
burger — and end up adding 
a modem or network inter- 
face card (NIC) — the fries. 

BJ. Johnson, vice president 
of Compaq's Network and 
Access Communications Div- 
ision, explains that when you 
buy a server, you get an adapter 



or modem for little extra cost. 

With its second approach, 
Compaq will use its internet- 
work division to provide cus- 
tomers with more advanced 
network gear. "When you sell 
servers and desktops, you need 
the infrastructure to connect 
them," Johnson says. 

Behind the leading edge? 

But Compaq, known for 
pushing the envelope in desk- 



which it is developing with 
Microsoft. Johnson argues that 
other innovative, but-as-yet- 
unannounced, products are 
on the drawing board. 

While engineering expertise 
from its Thomas-Conrad and 
NetWorth acquisitions have 
contributed to Compaq's 
prowess in server adapters and 
hubs, no individual products 
stand out in the marketplace. 
Microcom, another acquired 



Many users and analysts 
still see Compaq as a PC and 
server vendor. 

"We typically have been, and 
will continue to be, viewed as 
a personal computer/server 
computing company that has 
networking, storage and some 
other stuff," Johnson admits. 

If Compaq is to establish 
itself as a network leader, it 
must have a clear business strat- 
egy. This means successfully 



NETWORK UPS AND DOWNS 

Compaq's history of network company acquisitions: 



October 1995 

Acquires Thomas- 
Conrad, a manu- 
facturer of net- 
work adapters, 
hubs and network 
management 
software. 



November 1995 

Purchases NetWorth, a maker of hubs and 
switches; forms Internetworking Products Group. 




I" 



June 1996 

Forms Communications 
Products Group. 



Jury 1997 

Buys Microcom. a manufacturer of remote 
access products and modems. 




January 1998 

Compaq acquires Digital and 
with it a $1.1 billion deal to 
resell Cabletron switches. 




Switch manufacturing 
abandoned and Compaq 
takes a $74 million write 
down. 

Compaq acquires Tandem, 
known for highly available, 
nonstop servers. 



July 1998 

Establishes 
Network and Access 
Communications 
Division. 



December 1998 

Reorganization 
reduces size of 
network organization; 
layoffs occur. 



OMPAOL 



tops, laptops and servers, has 
failed to distinguish itself in 
network technology, observers 
say. Asked what Compaq prod- 
ucts stand at the front of their 
classes, Johnson cites the 
Digital GIGAswitch router, 
which it OEMs from Cable- 
tron; the NetVantage technol- 
ogy, which it also OEMs from 
Cabletron; and Web-based 
Enterprise Management tools, 
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unit, is still growing, and 
Johnson argues it will con- 
tribute server-based remote 
access technology in the 
future. 

Compaq's problems with 
innovation haven't gone unno- 
ticed. "Compaq has some com- 
petitive products, but I can't 
identify any that are revolu- 
tionary," says I.ee Doyle, vice 
president of networking at 
market research firm Inter- 
national Data Corp. in 
Framingham, Mass. 



blending in the Digital acquisi- 
tion and fine-tuning a $1.1 bil- 
lion deal with Cabletron to 
OEM internetwork products. 
Compaq may look to reduce 
the cost of the Cabletron 
deal, but so far Compaq 
and Cabletron officials have 
declined to comment on that 
possibility. 

Easing up on spending 

The bottom line on 
Compaq's reorganization is, 
well, the bottom line. Compaq 



simply does not want to spend 
the kind of money that a large 
network unit and aggressive 
internetwork market share 
growth require. To be perfect- 
ly clear," Johnson says, "there 
is not a P&L business focus 
associated with networking 
anymore. 

"The networking realign- 
ment here is to reduce com- 
plexity," Johnson adds. "Com- 
paq is still going to get the 
same revenue from the NICs or 
from servers that have special 
communications cards in them 
as they would if [networking] 
was treated as a centralized 
business." 

IDC's Doyle agrees. 

"Compaq is certainly look- 
ing at the products on a profit- 
and-Ioss basis, but it is not look- 
ing at networking as a division 
anymore that is going to gener- 
ate billions of dollars," he says. 

R&D to decline? 

Hub, switch and remote 
access markets are extremely 
competitive and require 
aggressive business manage- 
ment to be successful. Doyle 
questions whether those 
Compaq product lines will 
receive the research and devel- 
opment and the management 
attention they need. 

Based on the reorganiza- 
tion, Compaq will OEM 
remote communications hard- 
ware rather than make its own 
boxes. The company's Austin 
facility, originally part of 
Thomas-Conrad, will be 
retained and will take over 
switch design and manufactur- 
ing. The Austin site will still 
design and manufacture NICs 
as well. 

But rather than pursuing 
network company acquisitions, 
as it has until now, Compaq will 
seek partners, such as Extreme 
Networks and Cabletron, to fill 
out its network portfolio. ■ 

Get more information online 
at www.nwfusion.com 

Doc Finder: 1034 



Cable& Wireless 

Continued from page 51 

billing and order entry. MCI is 
still handling all the billing and 
a large portion of the order 
entry for Cable & Wireless. 
Malone says both tasks will be 
shifted to Cable & Wireless with- 
in the next six to eight months. 

Cable & Wireless has also 
committed to investing $500 
million lo $600 million on IP 



network upgrades domestically 
with new equipment, Malone 
says. And worldwide, Cable & 
Wireless expects to spend more 
than $1 biff ion on IP network 
upgrades. 

While Cable & Wireless users 
can expect some glitches when 
a service provider migrates to a 
new billing system, for most cus- 
tomers the worst is over, says 
Johna Till Johnson, director at 
Meta Group, a Stamford, 
Conn., consulting firm. 



Even though the road has 
been a little rocky for Cable & 
Wireless' MCI Internet cus- 
tomers, Malone says in the end, 
user will be happy. "Clients that 
stick with us through the transi- 
tion bumps will be rewarded 
with a more robust network 
than they have ever had in the 
past," Malone says. ■ 

Get more information online 
at www.nwfusion.com 
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WASHINGTON, 



WASHINGTON, D.C. CONVENTION CENTER 
THE RENAISSANCE WASHINGTON, D.C. HOTEL 
CONFERENCES: JANUARY 25-28, 1999 
EXPOSITION: JANUARY 26-28, 1999 



LEADING THE TRANSITION TO 
TOMORROW'S NETWORK STRUCTURE 



The more your network does, the more everyone wonts it to 
do. New technologies create new demands, new challenges. 
To get up-to-speed on the latest innovations and future devel- 
opments, you can't afford to miss ComNet/ D.C. '99. It's 
the one event that benefits everyone involved in designing, 
building and managing enterprise networks: Corporate 
executives - CFOs, ClOs, COOs • Trade resellers • 
Technical professionals • Systems integrators • 
Consultants and investors • Engineers 

Two NEW Conferences - In-depth Learning 
to Guide You Through Tough Decisions 

ComNet/Pro, for technical professionals combines practical 
instruction with pure technology analysis. Gain hands-on 
product experience and essential product information that 
will help you solve your networking challenges. 

ComNet/Executive Forum, for executive strategists helps 
you balance the demands of business with technology costs. 
Learn how to use network technology to your strategic 
advantage. 

Conference tracks include: Enterprise Intranets and 
Networked Applications • Network Management 
• Performance and Reliability • High-Speed 
LANs/Switching Technology • Voice, Video and 
Fax • Virtual Private Networks • Broadband 
Access and Remote Networking • Policy & 
Deregulation • Evolution of WAN Services • 
NT Networks 

Tutorials Provide Valuable Instruction 

Choose from over 30 half-day, full-day or two-day tutorials 
covering fundamental topics and complex industry challenges. 
Earn Continuing Education Units (CEUs) for completion of 
tutorials taught by the George Washington University's 
Continuing Engineering Education Program instructors. 



Sponsored by: 



jS&S Cpmimiffl^t News' FblteS FOfbCS 



I INTERNETWEEK 



H 



Corporate Sponsor: Owned by: 
TimePlex Group "^p J DG 

WORLD EXPO 



Managed by: 

«IDG 



TradeshowWe* 
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Find Out What's On the Horizon for Enterprise 
Networks at ComNet's Keynotes! 

■ C. Michael Armstrong, Chairman and CEO, AT&T 

■ John Chambers, President and CEO, Cisco Systems 

■ John Sidgmore, CEO, UUNET Technologies and Vice 
Chairman & COO, WorldCom, Inc. 

Visit Hie Web for detailed information on the 
keynotes, super sessions and town meeting - 
they're FREE to all registered attendees. 

The Inside Track on 21st Century Trends 

Attend ComNet for valuable insights into the ideas and 
technologies that are shaping the networks of tomorrow. 

■ 450+ exhibitors: explore next generation 
solutions 

■ 300+ new product debuts: get hands on 
experience with the latest innovations 

c'.mnet ■ Career Fain network with industry leaders 
and propel your career forward 

■ New Product Achievement Awards: 

vote for the products you think will make the 
most impact on the industry in 1 999 

■ Remote Networking & Security 
Solutions Center: test the technologies that 
are driving explosive growth in the industry 
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CENTER 



For complete show, conference 
and exhibitor information, 

Visit www.comnetexpo.com 
or call 800-545-EXPO 



YES, I WANT TO EXPERIENCE COMNET/D.C. '99! 
SEND ME INFORMATION ON: 



O Attending O Exhibiting 



NW2 







Register by January 4, 1 999 to save $ 1 00 




off the conferences and receive a FREE 
Exhibit Hall Pass to ComNet/D.C. '99. 





Name . 
Title 



Company . 

Address 

City 



State _ 
Phone 
Fax 



Zip- 



email 

Mail to: ComNet/D.C. '99, 1400 Providence Highway, P.O. Box 9127. 
Norwood, MA 02062. Or (ax to: 781-4400357. 

THIS IS NOT A REGISTRATION FORM. 

ComNet is a trade evenl. No one under 1 8 will be admitted 
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Resolutions for 
Y2K minus one 



D 



Mark Gibbs 



ell. il is 1999. Yippee. Only 
:M6 (lays lo llie end ul ihe 

world .is we know it 

And thai l>il of sarcasm reminds 
me that I just broke one of my New 
Yea i s resolutions, to wit. No. 10 on 
my list: "I will take the whole Y2K 
thing more seriously." 

This one is hard to keep 
1 mean, the whole family 
dis( ussed the Y2K thing 
over Christmas lunch, 
for God's sake! It was 
"pass the turkev and 
do you think the 
banks are ready?" So 
I have decided that 
I am going 
to get myself 
.i generator in case the power 
fails, bury Krugerrands in the gar- 
den, and mount a machine gun on 
the roof. 

Now lor the rest of my resolutions: 

No. '.I: "I will stop saving Microsoft 
< >ni< c is a good value and amazing 

engineering." Boy. just try to sav that 
Microsoft Office is remarkable lot its 
scope and amazingly low cost and 
geeks start acting like you insulted 
their mothers. (Honestly, Bill isn't 
paving me to say that.) 

No. 8: "I will slop gelling really 
licked oil by vendors that don't make 
il easy to find their contact informa- 
tion and pricing on their Well sites." 
This is going to be reallv hard. With 
my new DSI. connection from Santa 
(which is awesome and took all of 20 

minutes to install, but 1 digress . . .) 

I'll be spending even more time on 
the Web, and il is ridiculous not to 
be able lo quickly find pricing and 
contact information. 

No. 7: "I will learn lo tolerate 
sp. limitations to view hot, lusiv. 
busty coeds for free, as well as 
pilches thai start 'are von serious 
about gelling rich' without hitting 
the delete key with such force that 
ihe keycap is launched into a low 
earth orbit." The spam thing is gel- 
ting really silly. 

I find it much easier to tolerate 
advertising messages that begin with 
"ADV." as I can file them in a folder 




and review them every few days. (Yes, 
I really do look ai litem. I've found 
some cool products that way.) Bin ii's 
the deluge of ads for porno Web sites 
that reallv irritate me. I keep think- 
ing of how peeved I'd be if my son 
were a few years older and leading 
that trash. 

No. 6: "I will redesign my 
Web site." Il is about lime 
that I got around to this. 
I tried the "Gibbs 
institute" thing on 
www.gibbs.cont as a 
joke (sec my previous 
columns if you don't 

Ff know what I'm talking 
about), but I keep get- 
ting requests from Students 
who want lo see the curricu- 
lum, if you have any suggestions l or 
the next iteration of my Web site, 
please let me know. 

No. 5: "1 will clean up my office." 
Ha! I sav this even' vear. And everv 
vear I try hut the books and maga- 
zines just pile up and at least once a 
week some kind of poltergeist sweeps 
through from ihe dark side and hurls 
papers, disks, CD ROMs and cables 
around with wild, demonic abandon. 
Perhaps I should have ihe office 
exorcised. 

No. 4: "I will slop installing even 
cool piece of software that comes 
along." Damn, this is a hard one. I 
mean, how can vou pass up test driv- 
ing ihe alpha version of an artificial 
intelligence-based, neural nerwork- 
driven, distributed processing- 
enabled screen saver? 

No. 3: "I will actually delete old 
e-mail." But I will archive il. I'm sure 
that I might need it sometime. 

No. 2: "1 will get more sleep." To 
quote Warren Zcvon ". . . when I die." 

No. 1: "I will not (even though I 
might be tempted, which happens a 
lot because of all of the cool soft- 
ware I've installed and my new DSI. 
connection) digress as much as I did 
in 1998." Perhaps 1 shouldn't even 
attempt this one. 

Start tfif \rtir rifrfit at mt>totttmn@gi/>ti\. 
com or on (800) 622-1108. Ext. 7504. 
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Chris Nerney 



Like having Linda Tripp on your desktop Go to the home page of Spector- 

Soft Corp. at wvvw.speciorsoft.com, and you are greeted with this 
Hashing message: "Your kids will hate Spector. Your employees will 
hate Spector. Because Spector records FAT.RYTHING." 

Now, if you're cranky old Mr. Burns on The Simpsons, that's an 
enticing come-on. After all, even his omniscient wall of surveillance 
monitors can't prevent Homer's bungling and laziness from trig- 
gering the occasional core meltdown or other radiation-leaking 
antics at the Springfield Nuclear Power Plant. 

But I've always been uncomfortable with the slightlv sinister lone 
of pilches for Internet and PC monitoring software (not to men- 
tion security products). Sure, it's a rough world out there and, if 
you're a parent or an eniplover, it's best to lie safe. Still, there's 
something vaguelv Orwellian about appealing to people's innate 
distrust of others and inherent need to control. 

I also wonder if such products make their users ev en more para- 
noid. You know, one minute you're monitoring your employees' 
Internet activities, the next you're covering ihe office windows with 
green lawn bags and dodging black helicopters. 

Nonetheless, given the large workplace and home markets for 
stu b software, I would be remiss if I didn't do 
some hands-on testing on behalf ol "Net Buzz 
readers. So I grabbed a demo version of Spector 
2.0 from ihe Melbourne. Fla.-based company's 
Web sile, installed it and kept a diary. 

Dav I: Download goes smoothlv. A question in 
the online registration form asks. "What is vour 

primary reason for trying Spector?" Among 

answers suggested in a pulldown menu ate 
"Want to know if mv husband is having an 
online afiaii " and "Want to know if mv wife is 
having an online affair." 1 1mm. She has been acting funny lately, 
alwavs running downstairs lo "check our bank balance." 

Dav 2: Spector 2.0 seems to work as advertised. The software. 
Which runs on any Windows PC. is like a camcorder, taking pictures 
of the activity on your monitor and allowing vou to review the 
recorded information as it appeared lo the original viewer. 

I clicked on the play billion and was amazed: Ai warp speed, I 
could see even Web site I visited, everv application I downloaded, 
every stroke of the keyboard. It was how I imagine it would be 
when vour life Hashes before vour eves right before vou die, with- 
out the banner ads. 

The playback, I hasten lo add, shows my (recent) Internet activity 
is strictly work-related. Unlike some people around here. Hey. I 
don't mind saying it. I might as well get them before ihcy gel me. 

Day 3: Electronic sweep of my office comes up emptv. though I'm 
keeping an eve on the suspicious-looking jxm left behind b\ im boss. 

Speaking of bosses, employers who want lo monitor a worker's 
desktop activities from their own PC must create a unique data 
directory lor each PC on which the software is installed. To view 
the recorded activity, the employer can use an open directory com- 
mand to access the directory on the user's PC. 

And to ensure employees don't know they're being spied on, vou 
CtUI use the Stealth Mode, which eliminates the little red box that 
normally is on when Spector is recording. 

I'm probablv lieing spied on right now. I wouldn't put it past 
some of these editors, always pushing us for more, more, more. 
Yeah, I'll give you some more. Here's more. 

Day 4: Today my Spec tor software ordered me to wipe that smirk 
"II in\ Lit e. and then w-amed me not hi in anything lunm when I go 
to the men's room because die smoke alarm is watching. I am scared. 

Spector 2.0 is available now for $49.95 per copy. 

What are you looking alt Contact Chris Nrrney at 008) 820-7451 or 
cniTnri@nwut.com. 
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Texas A&M's 43,095 students represent every state and 113 countries 





Texas ASM is the nation's sixth largest university in terms of student enrollment and first in geographic size. W illi its main campus 
network in College Station, along with networks in sister institutions across the state. Texas A&M wanted to unify its network 
infrastructure. "What we needed was a technology that w ould allow us to upgrade our network incrementally, without having to 
wait until everything was switched over to receive the benefits." says Willis Marti, senior lecturer and director of computing services in 
the department of computer science at the University. "We found that the Xylan switches that were provided and supported by Anixter 
provide an incredible degree of flexibility in integrating and configuring both legacy networks and new technologies." 

"We recently made a decision to push the switched Xylan solution all the way to the dorms." adds Dm Hess, director of networking at 
Texas ASM. "Each student will lave his her own switched port. This lets us deliver higher bandwidth, and provides a means for the 
University to achieve its security goals via the embedded Xylan authentication capabilities." 

Switching: LAN, toyer-Three, ATM, Gigabit. 

Interfaces: Elhernet, Fast Ethernet, Gigabil Ethernet, ATM, Token Ring, FDDI, Ftame Relay, Voice, ISDN. 
Services: Firewalls, Authentication, Multicast, Broadcast Management, Protocol Translation, Mobility, QoS, 
Prioritization, Compression, Policy-Based Management. 



Who helped 
Texas A&M 
build their 
high-speed 
switched 
network? 




Xylan. 



For a full case study: 
www.xylan.com/nw 
888 404 6280 
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Switched Network Services 

NWInfoXpress #30 @ www.networkworld.com/infoxpress 




EXTREME NETWORKS. 

TOP DO am Layer 3 lan switching, 




Summit ""LAI* Switches ana the i>lackDiamond"'chasBiB. 

The news is out. Extreme ^etworks^is now the Top Dog in town. According to a recent 
independent study, Extreme Networks has secured the number one market position 
for overall Layer 3 LAK switch ports.' We think the reason is pretty simple. 
True end-to-end simplicity. It's something everybody wants, but hardly anybody 
delivers— hardly anybody except Extreme Ketworks. Our stackable and chassis-based 
Layer 3 switches share the same software, hardware and management architecture, 
to deliver unrivaled simplicity and system-wide wire-speed performance from the 
network core to the enterprise desktop. 

Stop sniffing around for the best end-to-end network solution. Check out our 
Web site or better yet, call the Top Dog today. 

! Dell'Oro Group, November 1998. 

©1996 Extreme Networks. Karnes identified by ,M or ® are trademarks or registered trademarks of their 
respective manufacturers, Specifications subject to change without notice. 



www.extrenienetworks.com/ad/mkt.ht ml 
800-822-3206 (U.S.) 
♦1 818-865-2811 (Outside U.S.) 
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